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Abstract
The Network Data Management Protocol (NDMP) is an open protocol for enterprise-wide network based data management. The initial focus in backup and restore. The NDMP architecture allows network attached storage vendors to ship NDMP compliant storage or data management products which can be used by any NDMP-compliant data management  application. This same architecture is also used for network-attached backup devices, such as tape drives and tape libraries.
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1. Introduction

NDMP version 5.0 is a further revision of NDMP v2-3. It retains the functionality of these earlier versions in the areas of backup and restore of storage. In addition v5 adds new capabilities and extendibility as follows:

A new and extendible architectural model is introduced. It allows for the building and running of very complex data management applications based on a wide variety of components. 

New specific functions that are enabled are the multiplexing and de-multiplexing of data streams between the storage and backup side of a system. In addition NDMP v5 attempts to provide the necessary underpinnings for restart-ability of backup, restore and replication, as well as “direct access restore”. The general case of processing is the case where the data source, data destination, and the in between data processing points reside on different systems, and where the data streams are flowing over an IP network. Local backup, the use of a “juke box” or SAN attached storage devices are considered special cases of the general architecture.

1.1 Overview

Of this document! To be created.

1.2
Purpose

The purpose of the NDMP protocol is to allow a network based data management application such as data backup to control the backup and retrieval of data in an NDMP-compliant storage environment without installing third-party software on the storage devices themselves. 

In NDMP the control and data transfer components of the data management operation are separated. This separation allows for complete interoperability at a network level. The storage system vendors need only be concerned with maintaining compatibility with one, well-defined protocol. The data management vendors can place their primary focus on the sophisticated central data management administration software.

The NDMP protocol is targeted towards the process of data management: backup, restore, replication, mirroring, etc.. There are extensive references to these tasks. The protocol is specifically intended to support tape drives. However, the protocol can be used for other applications and support other media in the future. 

1.3
Architectural Scope

This document is the specification for Network Data Management Protocol version 5.

1.4
Document Scope

This document is intended for use by software developers to implement Network Data Management Protocol. The reader is assumed to be familiar with network protocol specifications and with the general operation of backup software.  The user is not expected to have knowledge of internal backup software behavior.

1.5
Definition of Terms:

The following defines terms and key concepts that are central to this document. An attempt is made to use directly or extend cleanly language that is already common in Internet RFC’s:

1.5.1
AAA

(Commonly used acronyms …)

1.5.2
Industry Terms

SCSI

…..

Jukebox

…..

1.5.3
NDMP Architectural Terms

NDMP

Network Data Management Protocol. An open protocol for enterprise-wide network based data management operations.. 

NDMP Service 

The virtual state machine on an NDMP host that is controlled by the DMA using the NDMP protocol.  There is one service for each connection to the DMA.  This term is used independent of implementation. 

The NDMP service is a data producer, consumer, or producer and consumer, which can be configured as part of an NDMP session. NDMP services produce or consume data streams. 

Note that the NDMP v5 architectural model has three types of NDMP services: the Data service which interfaces to the (primary) storage device, the Tape service which manages a tape drive or other serial storage medium, and a Translator service which perform translation operations on data streams. 

Some examples of NDMP services are: a general server with direct attached storage, a storage appliance, a system with one or more tape drives, or a software process that reads two data streams and multiplexes them into one stream.

NDMP host
A host computer system that executes one or more NDMP services. Examples are file servers, PC’s, tape libraries, or general servers performing multiplexing. 

NDMP Session (*): 

A configuration of a set of data service providers, consumers and producers, and the data streams flowing from producers to consumers, for the purpose of accomplishing a data management operation. Some examples of NDMP sessions are: a backup or restore operation, or the creation of a replica of a data volume.

NDMP client, Client: 

The data management application (DMA) which uses the NDMP protocol and NDMP compliant data service providers to create, configure and run an NDMP session for the purpose of data management: performing a backup or restore of a data volume, replicating a file system, etc.

1.6
Overview over NDMP v5 features:  

To provide a reasonable context for the reader, the major features of NDMP version 5 protocol will be reviewed in brief. This will be done to provide an appropriate context for both the reader who is familiar with the previous versions of the NDMP protocol and the reader that is new to the NDMP protocols. For the reader new to the NDMP protocols, there is still a fundamental knowledge that is expected. The reader should be familiar with the XDR and RPC protocols as described in [RFC1831] and [RFC1832]. A basic knowledge of backup systems is expected as well.

1.6.1
Network Centric Model

The previous versions of NDMP had a system and backup centric model. Since the release of v2 and v3 the network is becoming the ubiquitous foundation of the computing and storage environments, and network attached storage, backup and other devices are becoming the cornerstones of an enterprise network. In v5 we change to a network centric model. The new model assumes that in the general case the TCP/IP network is the platform for most data management operations. Local, jukebox or SAN based data management capabilities are handled as special cases or optimizations of the general case.

1.6.2
The Data Management Session

NDMP controls the flow of data from one or more data producers to one or more data consumers, through a set of data translators. This session is an application specific configuration of networked data management services, each service producing, consuming or translating the data.

1.6.3
Streams

Each flow of data between services is called a stream. The architectural model of NDMP v5 is focused around the management of data streams. The component services in an NDMP session are producers or consumers (or both) of data streams. Data streams flow from file system to tape during a backup, and the other way during a restore. In a “fan-in” multiplex backup operation a translation service performs the multiplexing of many streams into one stream.

1.6.4
NDMP Service

Each producing or consuming entity is an NDMP service. We use the word service not as to conflict with server or process. Three examples of data management services taking part in a backup operation would be the file system interface, the tape writer and a 2:1 stream multiplexer. A system of services is connected in a particular configuration, with streams of data flowing between them, for the purpose of carrying out a specific data management operation.

1.6.5
Backwards compatibility

Compared to the model in v2 and v3, the main difference in v5 is the introduction of the Translator service. The Data service and the Tape service remain conceptually identical. Notice that the Mover is partly merged into the Tape server and partly becoming the Connection interface, a sub interface in all the data services. This should make it easy to migrate existing NDMP v2 or v3 compliant applications and servers to v5.

1.6.6
The Translator Service

The new component is the Translator service. It consumes one or more streams as input, perform some operation on these inputs, and produces one or more streams as output. Initially it is introduced to provide multiplexing capability, however, it becomes the general functional element that is used to provide functional extendibility while maintaining a simple NDMP protocol.

In terms of new data management capabilities, new translator objects can be created for the purpose of  managing incremental or differential backups and restores, compressing or encrypting data, etc.

1.6.7
Policies

Policies are becoming an important part of managing a network service. A policy is a set of rules which together define a set of ranges for a set of parameters as valid operational state. A process is allowed to continue as long as it operates within the valid ranges, the process will be stopped if it’s state goes outside the allowed set of states.

Since there will be many versions of NDMP services, with capabilities that can not be anticipated at this time, a standard for NDMP service policies can not be developed. The only way to standardize policies is to decide that NDMP services are governed by policies, and then to require the implementation of a service to map the interfaces to the services in an appropriate way.

The policy itself is an opaque data object to NDMP. However, the service for which the policy is intended needs to be able to interpret the policy and determine its meaning. Also, a client should be able to read whole or parts of a policy using NDMP as the “transport”.

NDMP has no understanding of the body of the policy object. However, it may be beneficial to standardize the syntax of this body. LDAP has a language for how to express parameters and values, textual, numerical etc. The LDAP syntax may be a good fit for the syntax of NDMP server policies.

1.6.8
Snapshots

Many storage vendors support snapshots. A snapshot is a mechanism for quickly creating and labeling a consistent copy of a volume or a file system, and leaving the snapshot in the storage device itself. Many separately labeled snapshots can coexist. A snapshot can now be the input to a backup or data replication operation.

In V5 we add support for snapshots on the Data service such that if the storage device supports snapshots, the DMA can issue commands to have the data service create and label snapshots, and later use a snapshot as the source for a data management operation.

1.6.9
Implementation

NDMP v5 is created for a wide range of uses, both with regards to the functionality it can control, and to the environment in which this functionality is used. NDMP v5 is not making any attempts of optimizing any particular operation nor network environment. At the same time, a goal is to design NDMP v5 such that it does not prevent optimization. NDMP v5 must allow for the design and implementation of highly optimized clients and servers. Some examples follow:

· NDMP must allow for running multiple servers in the same process and address space, for instance as separate threads. 

· NDMP must allow the use of shared memory IPC between different processes in the same machine. 

· NDMP must allow the use of additional high speed network fabric, ATM, Fiber Channel, VIA, Intelliband, etc. for high speed communication between two services on separate machines.

1.6.10
Restart-ability

The main objective for this capability is the exploding volumes of data, and thus the increasing time it takes to do backups. Backups fail in many different ways. It is becoming important to be able to restart a failed backup from a recent “check point” such that most of the backup up to the point of failure is preserved.

Notice that direct access restore is a special case of a restart-able restore. The checkpoints serve as the navigation tool for identifying the subset to be restored.

1.6.11
Multiplexing

Up to now NDMP has only allowed for “single stream” sessions, i.e. one data service and one tape service. Backup times are increasing. Primary storage devices and backup devices are emerging at a wide range of performance. To shorten the time it takes to complete a backup, NDMP needs to be extended for multiplexing, backing up multiple primary storage systems to a single, fast backup device, or backing up one fast primary storage system to multiple backup devices. 

1.6.12
General

One overall objective in v5 is to develop a simpler model for the NDMP architecture for the purpose of making it easier to develop both DMAs and NDMP compliant services. One component of this is to simplify the state diagrams for the services. The result of the simplification is two diagrams, one for managing the NDMP service and one for managing a data connection between the services. Other simple state diagrams may be added for extensions, one example is the Snapshot interface in the data service.

The service state diagram describes the internal workings of each service. All services, translator, data or tape, complies with this diagram.

Data connections behave identically independent of which service they are a part of. Therefore a few generic commands, events and states describe the management of all data connections.

<Start Editorial Comment>

1.7
Temporary: New Functionality Discussion

This section will be removed as the new capabilities are added to the specification itself. For now, the intention is to describe the major approaches to adding each new capability such that the reader can develop a point of view in the context of the existing specification and help the design and decision process as we move forward.

This section is neither complete nor objective, nor supposed to be read as proposal for the spec, but simply an attempt of analyzing the challenges ahead in the context of NDMP v5, and to present some suggestions and perspectives.

1.7.1
Snapshots:

There are three main operations on snapshots: 

· Create and register (the name of) a snapshot, 

· Use a named snapshot for backup, and 

· Delete a snapshot. 

Snapshots only exist at the data source, such as a file server or in a storage subsystem direct or SAN connected to a general compute server. The two options for adding snapshot capabilities are: Adding a new “snapshot service”, with snapshot specific interfaces that allow for the above operations, or to add a “snapshot interface” to the existing data service. Notice that in the latter case, a data service may or may not have a snapshot i/f, therefore existing data services should not have to change.

One important implication of the above is that snapshots are being managed from outside of the primary storage unit itself, i.e. data management is DMA centric. As NDMP is prepared for fan-in/fan-out multiplexing, where there are multiple data sources, this may be a natural change, but it is still a significant one that we must understand the ramifications of.

1.7.2:
Restart-ability:

Restart-ability ties in with DMA centric data management. In a complex session with multiple sources and destinations, one would want complete control of the session from the DMA. To the extent possible a failure should be handled entirely within the NDMP session. This implies that when possible, it should not be necessary to log in and restart programs on the participating systems.

The DMA can use the “mover window” function to create checkpoints on the tape, i.e. to correlate backup image addresses with tape addresses. There is no equivalent capability on the data service end. What is needed then is for the DMA together with the data service to be able to correlate addresses in the backup image byte stream to addresses in the source data structure: file names, pages, stripes/block numbers etc. 

The objective of this correlation is to enable the data service on the source side to “rewind” itself to a backup image byte address specified by the DMA. This address effectively corresponds to the data source version of a checkpoint.

For failures on the data service side to be restart-able, including the backup image producer tar, dump and cpio, the backup image producer must preserve state across invocations.

Assuming that the “mover window” allows the DMA to create and record checkpoints on the backup media, one possible solution for implementing restart-ability is to add a “DATA_REWIND” function to the data interface. Note that this requires that the backup image producer can rewind to the specified checkpoint address. The backup image producer must be capable of restarting from a byte address in a file, and parse through the file list from that point on in the same way as before the failure or without a failure.

1.7.3:
Multiplexing:

Restart-ability must be preserved in a multiplexing session. Each data service produces one backup image. The DMA must be able to record the resulting address of each backup image.

To enable multiplexing each backup is broken up into smaller “segments”. In the case of “fan-out” this allows the multiplexing translate service to distribute the segments to multiple tape targets. In the case of fan-in this enables the single tape target to read segments from the sources at maximum speed, one segment at a time. 

The DMA needs to record the complete state for all segments: data source, byte range in the source’s backup image, tape # and location on tape. The segment size must be chosen according to two key criteria. The segments must be sufficiently large such that the amount of segment administration does not overwhelm the DMA. The segments must be small enough to allow for good flexibility and utilization of the backup media, and for good resource utilization within the session. 

Note that the segments above can be explicit, and known at all points across the session, or implicit, in the sense that the DMA when needed must be able to locate all data for every backup image.

NDMP should not impose a particular multiplexing strategy or design. For instance, the spoling based design suggested by GWW on ndmp-tech is simply one example implementation. NDMP simply needs to be able to control the types of X-late services we see a need for today. 

<End editorial Comment>

2.
Architecture Overview

2.1
Architectural Model

The NDMP v5 architecture is a client server model. The backup management software is considered the client. In v5 it is called NDMP data management application (DMA). There is one and only one DMA in an NDMP session. Each additional process participating in the data management session is an NDMP service. There are three types of NDMP services.

The Data Service typically interfaces to the primary storage system. This is the original source for the data during a backup and where data is typically restored to during a restore. Examples of data services are file servers or general compute servers with direct or SAN attached storage.

In v5 the Data Service is extended to include support for multiple versions of a data source, Snapshots. Snapshots can be created, erased, or selected as the source for a data management operation such as backup, volume replication, etc.

The Tape Service interfaces to a tape device or other secondary storage. This is where data is written during a backup operation, and restored from during a restore. Examples are a server with a tape drive, a tape library or a juke box, or a server with one or more write-able CD ROM drives.

Note that both the Data and Tape services each produce and consume exactly one data stream. This stream would be formatted for easy translation from or to the file system or volume format, or from or to the tape format. Therefore a simple 1:1 backup operation can be created using only one data service and one tape service. 

The Translator Service is the main new component introduced in NDMP v5. The purpose of the translator service is to provide a mechanism for extensibility: to allow for the building of more complex data management applications. The first target is fan-in and fan-out multiplexing.

The Translator Service consumes one or more data streams as input and produces one or more data streams as output. 

The internal functions of the translator service are application specific. NDMP is used to control the overall management of the service in terms of the connection to other NDMP services, for transporting internal state between translator and client, and for the translator to notify the client upon events that requires client attention. Note that this state is opaque to NDMP itself, it is the client that understand this state and can take the right actions.

The translator function can be that of fan in or fan out multiplexing, data encryption or decryption, data duplication, etc. Note that Translation Services can be connected into a small network of translator services to create composite data management functions.

An NDMP Session is an instantiation of a set of NDMP services, with data connections between the services and control connections to the client, for the purpose of producing a result, such as the creation and running of a set of NDMP Services to do a backup.

The DMA is the application that creates and controls the NDMP session. The Client reads, stores and manages all session state: server topology, tape sets and numbering, synchronization points, etc., everything needed to continue the session, or reverse the session, for instance to restore fully or partially a file system. Note that the client needs to understand the internals of the translator services. Simple translators, such as a duplication or multiplexing service can be built with no internal state aside from what the NDMP protocol can access. , more complex or proprietary translators …., 

There is one and only one connection between the DMA and each NDMP service. This is the NDMP Control Connection. The control connection is a bi-directional TCP/IP connection.

If the Client is distributed in such a way that two or more client processes need to communicate to one NDMP service, the client side commands needs to be merged into one command stream and synchronized by the DMA. This command stream is sent to the service over one connection.

For every connection between the client and the NDMP service, there is one virtual state machine on the NDMP host that is controlled by the client using the NDMP protocol.  This virtual state machine is referred to as the NDMP service. Each state machine controls at most one device.

The NDMP protocol is a set of XDR-encoded messages. These messages are used to control and monitor the state of each NDMP service and to collect detailed information about the NDMP session, and the data that is backed up. ????

The following figure illustrates a simple example of the general case of using NDMP for backup. Two file  servers with file systems or data volumes are backed up to one tape. A 2:1 multiplexing translator service is used to multiplex the two data streams into one:
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Figure 0: Simple General Example

Each file server includes a data service. The tape is managed by a tape service. The translator service performs fan in multiplexing.

We see NDMP data connections between the services for the data to be backed up. We see NDMP control connections between the DMA, the session console for this application, and all the participating services.

In the general case all these services and the client may run on separate machines, all connected via some form of network. Therefore, in the general case, all control and data connections are (TCP/)IP connections. 

2.2 NDMP components

An NDMP service provides one of three services: A data service, a tape service, or a translator service. In the following we try to describe the three services as generically as possible, and only using backup/restore as an example when it is necessary, or to illustrate that NDMP is intended for applications well beyond backup/restore.

During a backup operation or other operation where the data source is a primary data storage system, the data service reads the data from disk. It generates an NDMP data stream (the backup image) using a specified stream format, and sends the file history information, if requested, back to the DMA. For the retrieval, the data service will read the NDMP data stream and restore it back to the disk. The data service should not be aware of any issues regarding the later stages of the stream pipeline(s), such as possible translator functionality, the format of the destination for the session, backup device or medium issues, e.g. tape size, block size, end of medium and so on. The data service will work the same way when writing the backup data to an unlimited-size backup tape or reading the backup data from that.

The tape service either reads an NDMP data stream and writes it to tape or reads from tape and writes to the NDMP data stream, depending upon whether a tape write or read is taking place. The tape service is not aware of the backup format, e.g. dump, tar and so on. Nor is it aware of other functions (services) that are participating in the session, nor what formats is produced. All tape handling functions, such as split-image issues should be dealt with by this service.

The translator service (Xlate) takes zero or more streams as input and generates zero or more streams as output. The stream formats are irrelevant to the translator itself. The translator needs to create output streams that when the translator is part of the reverse application can be processed as inputs and turned into the original input streams.

The following lists some examples of translator functions. Note that it is assumed that a single translate service include both forward and reverse operation. This also defines the operation of a translator; when operating in forward direction it has to create a stream that can be processed in reverse such that for instance a multiplexed stream can be de-multiplexed into the original component streams. Examples:

N:1 multiplexing: N streams from N data sources are multiplexed into one single stream: Example: backing up N smaller or slower file systems to a single tape.

1:M multiplexing: One data stream is split into M resulting streams. Example: backing up a high speed storage unity to multiple slow tape drives.

Compression: The input data stream is compressed into an output data stream. Examples: Compressing data for more efficient storage on a tape or for more efficient transfer over a (WAN) network.

Encryption: The input data stream is encrypted into an output data stream. Example: Secure storage, secure transfer of data.

Notice that no service has any knowledge or state about the full scope of the session. They do not have state internally which determine whether the session is performing a backup, a restore, a tape to tape copy, a file system replication, etc. I.e. the services are completely localized entitiies, operating only in the scope of their own local functionality. It is the client, and only the client, that has any and all the knowledge about the overall objective of the session. It knows how many services are involved and what are the formats of the different streams. If it wants it records synchronization points that allow for restart of a halted session, or rapid restore of a part of the result, etc. The services are “dumb”, it is the client that has knowledge about the network, and has the knowledge of the overall purpose. 

2.2.1 Data Management Application

In v5 we put great emphasis on making the DMA responsible for capturing and managing all state needed to provide the desired DMA capabilities such as recover/restart-ability of a halted session, or for enabling partial restores of data. In addition the DMA is responsible for media management.

The DSP only keeps local running state and will not retain state from one connection to another. The DMA will interact with the DSP in order to define potential restart points if a session fails, or to record sufficient information to enable optimized access to subsets of the backed up data on the tapes. 

There are several benefits to an architecture that minimizes distributed state information:

· The architecture is simpler

· The protocol commands and event notifications are clearer and simpler.

· The state diagrams are simpler.

· The code becomes simpler and more supportable

The net result is more robust products, and therefore a more robust data management environment.

2.2.2
Generic Service

There are two major categories of DSPs. One class of DSPs are the NDMP interfaces to the storage devices. Data services interface to primary storage devices such as servers with storage subsystems or filers, tape services interface to secondary storage devices such as tape drives or writeable CDROMs. 

The other class of DSPs are the Translate service. It is the new component in NDMP v5. It provides NDMP with two major capabilities. First, with the ability to have multiple input and output data streams it creates an extensible session topology. Secondly, it provides a framework for an extensible translate service: any form of content inspection and manipulation can be implemented.

The DSPs are controlled by the DMA through a set of service parameters. There are two types of service parameters, service parameters which impact the NDMP protocol or state, and “NDMP opaque” service parameters that only impact vendor specific state in a DSP.

An example of opaque service parameters are the parameters controlling the operation of a translator service. A wide variety of vendor specific translator services will be created, for many different operations and many different stream formats. New services will be added over time. It is therefore important for NDMP to have a method for setting and reading parameter sets that are opaque to the protocol and the specification.

A new DSP is created by the DMA making a connection request to the ‘well known’ NDMP port (port 10000). 

This creates a new, “vanilla” DSP that connects back to the DMA over a new port number. The DSP is transformed into a data, tape or translate service by the following commands that the DMA sends it. See Appendix A: DSP Metamorphosis.

2.2.3 NDMP Service Providers

…..

2.2.3.1 Data  Service Provider

A data service provides the NDMP interface to a primary storage device such as a filer, a compute server with direct or SAN attached storage, or a read-only CDROM library. The data service allows a DMA to read or write the all or a subset of a volume or a file system, for the purpose of a backup or a restore. The data service produces or consumes one single data stream, for backup or replication, or restore respectively.

2.2.3.2 Tape Service Provider

 (incl. Tape i/f)

A tape service provides the NDMP interface to a secondary storage device, such as a tape drive, tape library or jukebox, or a writeable CDROM. The tape service is a single stream consumer or producer, for backup or restore respectively. 

Note that a tape service only handles the reading or writing of one “cartridge”, a single tape or CD. The tape service when notify the DMA when a cartridge is read or written, the DMA will provide the necessary media management.

2.2.3.3 Translate Service Provider

The new architectural component in NDMP is the translator service. In essence it is a data stream processor. It takes input from one or more data streams and outputs data on one or more data streams. Some sample translate services are data stream multiplexing and data stream compression.

The translator behavior is opaque to the NDMP protocol. Therefore the only relevant aspect to the NDMP protocol of the operation of a translator service are the control and state of the interfaces to the overall NDMP session, and the overall state of the translator as it relates to the protocol. : is it running, or does it need attention from the DMA. 

As a consequence of the above, we see that the internal state of a translator service is opaque to the NDMP protocol. The NDMP protocol needs to be able to read and write a translator service’s internal state, but it should not have to understand this state, this state does not have parameters that are known to NDMP.

2.2.3.4 SCSI passthrough service ?????

The SCSI pass through service allows a DMA to issue SCSI commands to a device such as a tape robot.  

2.3
NDMP streams and connections

In order to simplify the view of a session from the DMA, we allow for one and only one control connection between the DMA and each DSP. This allows the DMA to remain agnostic to general or optimized implementations or session configurations, such as running multiple services within one system, or using high-speed SAN connections between services.

2.3.1
Control Streams

Between the DMA and every DSP is one and only one control connection. The DMA uses control connections to manage each DSP. These control connections are implemented as TCP/IP sockets. Messages flow in both directions on a control connection. The DMA sends messages to the DSP for the purpose of managing the operations of the DSP. The DSP sends notifications to the DMA when the DSP requires the DMA’s attention.

Note that this requirement: one and only one connection between the DMA and each DSP is a change from previous versions.

2.3.2
Data Streams

In the native or general case the transport for NDMP data streams is TCP/IP over any IP supported network media. In addition to handling the general case, where NDMP control connections and data streams are TCP/IP based, NDMPv5 needs to handle data streams for direct and SAN attached storage and tape devices, and to utilize SAN and other high bandwidth network fabrics optimized applications. The key mechanism that provides this is a special connection type, “stream by reference”. When a data streams are needed between two storage services which are both connected to the same server or a shared SAN, the system can utilize high performance IPC or SAN for these streams. Notice that each server still must be connected to the LAN for TCP/IP based NDMP control connections. 

2.4
NDMP Applications

A number of special cases exist, either from having very simple needs or system architectures, or from having other network fabrics: Local backup, Jukebox backup, SAN backup,

2.4.1
Local Backup:

In the simplest configuration, an DMA will backup the data from the NDMP host to a backup device connected to the NDMP host.
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Figure 1. Simple configuration

2.4.2
Two Drive Backup

It is also possible to use NDMP to simultaneously back up to multiple backup devices physically attached to the NDMP host.  In this configuration, there are two instances of the NDMP server on the NDMP host.
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Figure 2. Two drive configuration

2.4.3
Jukebox Backup

NDMP can be used to back up data to a backup device in a jukebox that is physically attached to the NDMP host. In this configuration, there is a separate instance of the NDMP server to control the robotics within the jukebox.
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Figure 3. Jukebox configuration

2.4.4
Remote Backup

It is possible to back up a host that supports NDMP but does not have a locally attached backup device by sending the data through a raw TCP/IP connection to another NDMP host.
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Figure 4. Backing up NDMP host through the network to another NDMP host

2.4.5
Tape to Tape

In addition to the backup/retrieval function, NDMP supports the tape to tape or data to data copy from one NDMP server instance to another NDMP server instance. 

Tape to tape copy function could be used to duplicate the backup tape for the offsite storage.
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Figure 5 Tape to tape copy

2.4.6
Data to Data Copy

Data to data copy is used to restore the entire data from one disk to the other disk.
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Figure 6 Data to data copy

2.4.7
SAN?

3.0
NDMP Service States

An NDMP service has a  state diagram that dictates its behavior. The DMA can use the messages from the NDMP Service interface to control the  service and trigger the  state transitions. The DMA also can use the messages from the NDMP Connection interface to control the connection interface as well.

The following state diagram uses several typographical conventions:

· This font identifies a state.

· This font indicates an NDMP message.

· This font indicates the reason of a state transition. 

3.1
The NDMP Service State Diagram

Each service has a common core state diagram. This state diagram defines all states and transitions that the NDMP protocol is aware of. Other “sub-state diagrams” may be added. Examples would be for added support for Snapshot management in the data service, or for the support of advanced capabilities in a complex translator service.

(Questions: 

Should we think of Snapshots as something to be added through a general extension mechanism, or are snapshots a part of everybody’s universe going forward?

Also, do we have to define how a “sub interface” is added to the service and how it is accessed using NDMP?)
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Figure 7  Data state diagram

3.1.1
Idle State

Idle is the start state of the state machine. 

· Transition to Active state upon receipt of NDMP_START message. 

3.1.2
Listen State 

The NDMP service remains in Listen state while waiting for a connection from either a local or remote NDMP service. 

· Transition to Connected state upon establishment of connection with an NDMP service. 

· Transition to Halted state upon receipt of NDMP_DATA_ABORT message. 

3.1.3
Connected State

Once the data connection is established, the NDMP service is in the Connected state. 

· Transition to Active state upon receipt of NDMP_DATA_START_BACKUP message. 

· Transition to Active state upon receipt of NDMP_DATA_START_RECOVER message. 

· Transition to Halted state upon receipt of NDMP_DATA_ABORT message.

3.1.4
Active State

The NDMP service remains in Active state while a session is active. 

· Transition to Halted state upon detection of a fatal error. 

· Transition to Paused state upon an event requiring Client attention. 

· Transition to Paused state upon receipt of NDMP_PAUSE message. 

3.1.5
Halted State

The NDMP service enters Halted state after a session has either completed or been aborted. 

· Transition to Idle state upon receipt of NDMP_STOP message. 

3.2
The NDMP Connection State Diagram

Each service has at least one data connection to another service. The following state diagram describes the states and transitions:
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Figure 7 Connection state diagram

One sub state diagram which is part of the NDMP protocol is the diagram and interface for managing data connections. The following defines the state machine for the connection interface and the rules for transitions between the state of a connection.

3.2.1
Listen State

The Listen state is entered from the Pause state in the main NDMP service state machine. 

· Transition to Connect state upon a …. event. 

3.2.2
Connect State 

The Connect state is entered from the Paused state in the main NDMP service state machine. 

· Transition back to the return state, typically the Pause state in the main state machine upon establishment of connection with another NDMP service. 

3.2.2
Connected State 

The Connected state is entered from the Connect state when a data connection with another service has been completed. Note that this state is “parallel” with ongoing activity in the service, for instance the writing of a volume data stream on this connection.

· Transition back to the return state, typically the Pause state in the main state machine upon a Drop connection. 

· Transition back to the return state upon the receipt of EOF. 

3.1
The Data State Diagram

The following defines the DATA state diagram.
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Figure 7  Data state diagram

The following defines the state machine for the data interface and the rules for transitions between states.

3.1.1
Idle State

Idle is the start state of the state machine. 

· Transition to Listen state upon receipt of NDMP_DATA_LISTEN message. 

· Transition to Connected state upon receipt of NDMP_DATA_CONNECT message. 

3.1.2
Listen State 

The NDMP service remains in Listen state while waiting for a connection from either a local or remote NDMP service. 

· Transition to Connected state upon establishment of connection with an NDMP service. 

· Transition to Halted state upon receipt of NDMP_DATA_ABORT message. 

3.1.3
Connected State

Once the data connection is established, the NDMP service is in the Connected state. 

· Transition to Active state upon receipt of NDMP_DATA_START_BACKUP message. 

· Transition to Active state upon receipt of NDMP_DATA_START_RECOVER message. 

· Transition to Halted state upon receipt of NDMP_DATA_ABORT message.

3.1.4
Active State

The NDMP service remains in Active state while a backup or restore is active. 

· Transition to Halted state upon detection of a backup/restore error. 

· Transition to Halted state upon detection of a connection error. 

· Transition to Halted state upon receipt of NDMP_DATA_ABORT message. 

· Transition to Halted state upon completion of backup/restore. 

3.1.5
Halted State

The NDMP service enters Halted state after a backup/restore has either completed or been aborted. 

· Transition to Idle state upon receipt of NDMP_DATA_STOP message. 

3.2
The Mover State Diagram

The following defines the state diagram for the Mover interface.
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Figure 8 - Mover state diagram

3.2.1 Idle State

Idle is the start state of the state machine.

· Transition to Listen state upon receipt of NDMP_MOVER_LISTEN message. 

· Transition to Active state upon establishment of connection with another NDMP service by an NDMP_MOVER_CONNECTED message.

3.2.2
Listen State 

The NDMP service remains in Listen state while waiting for a connection from either a local or remote NDMP data service. 

· Transition to Active state upon establishment of connection with an NDMP service. 

· Transition to Halted state upon receipt of NDMP_MOVER_ABORT message. 

3.2.3
Active State

The NDMP service remains in Active state while the data connection is active. 

· Transition to Halted state upon detection of an internal error. 

· Transition to Halted state upon receipt of NDMP_MOVER_ABORT message. 

· Transition to Halted state upon detection of a connection error.

· Transition to Halted state upon detection of connection close.

· Transition to Paused state upon detection of EOM. 

· Transition to Paused state upon detection of EOF. 

· Transition to Paused state upon detection of media error.

· Transition to Paused state upon reaching end of data window.

3.2.4
Halted State

The NDMP service enters Halted state after a backup/restore has either completed or been aborted. 

· Transition to Idle state upon receipt of NDMP_MOVER_STOP message. 

3.2.5
Paused State

The NDMP service remains in Paused state while waiting for a tape to be changed.

· Transition to Active state upon receipt of NDMP_MOVER_CONTINUE message. 

· Transition to Halted state upon receipt of NDMP_MOVER_ABORT message. 

· Transition to Halted state upon receipt of NDMP_MOVER_CLOSE message.

3.3
The Translate State Diagram

The following defines the TRANSLATE state diagram.


[image: image13.wmf]ACTIVE

IDLE

HALTED

NDMP_SERVICE_STOP

NDMP_SERVICE_START

PAUSED

NDMP_SERVICE_STOP

NDMP_SERVICE_PAUSE

NDMP_SERVICE_CONTINUE

NDMP_CONNECT

NDMP_LISTEN

NDMP_DROP

NDMP_FATAL_ERROR


Figure 7  Data state diagram

The following defines the state machine for the data interface and the rules for transitions between states.

3.4.1
Idle State

Idle is the start state of the state machine. 

· Transition to Listen state upon receipt of NDMP_DATA_LISTEN message. 

· Transition to Connected state upon receipt of NDMP_DATA_CONNECT message. 

3.4.2
Listen State 

The NDMP service remains in Listen state while waiting for a connection from either a local or remote NDMP service. 

· Transition to Connected state upon establishment of connection with an NDMP service. 

· Transition to Halted state upon receipt of NDMP_DATA_ABORT message. 

3.4..3
Connected State

Once the data connection is established, the NDMP service is in the Connected state. 

· Transition to Active state upon receipt of NDMP_DATA_START_BACKUP message. 

· Transition to Active state upon receipt of NDMP_DATA_START_RECOVER message. 

· Transition to Halted state upon receipt of NDMP_DATA_ABORT message.

3.4.4
Active State

The NDMP service remains in Active state while a backup or restore is active. 

· Transition to Halted state upon detection of a backup/restore error. 

· Transition to Halted state upon detection of a connection error. 

· Transition to Halted state upon receipt of NDMP_DATA_ABORT message. 

· Transition to Halted state upon completion of backup/restore. 

3.4.5
Halted State

The NDMP service enters Halted state after a backup/restore has either completed or been aborted. 

· Transition to Idle state upon receipt of NDMP_DATA_STOP message. 

4.0
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5.0
Message Overview

5.1
Protocol Interfaces

Messages are grouped together by functionality into several interfaces. 

5.1.1
Messages from DMA to NDMP Service

The NDMP service must implement the following interfaces:

· CONNECT interface

This interface will be used after a client first establishes a connection to an NDMP service. The CONNECT interface allows the NDMP service to authenticate the client and negotiate the version of protocol used. 

· CONFIG interface

This interface allows an DMA to discover the configuration of the NDMP service. The CONFIG interface can be used to discover NDMP service configuration and attributes. 

· SCSI interface

This interface is used to pass SCSI CDBs through to a SCSI device and retrieve the resulting SCSI status. The DMA will use the SCSI interface to control a locally attached jukebox. Software on the DMA will construct SCSI CDBs and will interpret the returned status and data.  The SCSI interface can also be used to exploit special features of SCSI backup devices.

· TAPE interface

This interface will support both tape positioning and tape read/write operations. The DMA will typically use the TAPE interface to write tape volume header and trailer files. The DMA will also use the TAPE interface to position the tape during backups and restores.

· DATA interface

This is the interface that actually deals with the format of the backup data. The DMA will initiate backups and restores using the DATA interface.   The DMA provides all of the parameters that may affect the backup or restore using the DATA interface.  The DMA does not place any constraints on the format of the backup data other than it must be a stream of data that can be written to the tape device.

· MOVER interface

This interface is used to control the reading/writing of backup data from/to a tape device. During a backup the MOVER reads data from the data connection, buffers the data into tape records, and writes the data to the tape device. During a restore the MOVER reads data from the tape device and writes the data to the data connection. The MOVER is responsible for handling tape exceptions and notifying the DMA. 

· TRANSLATE interface

This interface is used to control the overall state of the service. The actual data processing of the TRANSLATE service is very application specific, it’s internal operation and state is opaque to NDMP. NDMP only knows if it is halted, idle, active or paused. NDMP allows the client to read and write this state, without understanding the semantics of this state, and to start, stop, continue and halt operation of the service. In addition NDMP allows the client to manage the Translate service side of each connection between the Translate service and the next door services in the data management session. The TRANSLATOR is also responsible for handling events that requires client attention by notifying the DMA. 

5.1.2
Messages from NDMP Service to DMA

The NDMP service’s implementation might send the following messages to the DMA. All the messages that the DMA accepts are asynchronous.  None of these messages will generate a reply message.

· NOTIFY interface

The NDMP service uses this message to notify the DMA that the NDMP service requires attention.


· FILE HISTORY interface

These messages allow the NDMP service to make entries in the file history for the current backup. The file history will be used by the DMA to select files for retrieval.

· LOG interface

These messages allow the NDMP service to make entries in the backup log. The operator uses the backup log to monitor the progress and completion status of the backup. The log is also used to diagnose problems.

5.2
Messaging Protocol

The NDMP protocol is based on XDR encoded messages transmitted over a TCP/IP connection.

NDMP messages are asynchronous. Not all request messages have an associated reply message. An NDMP message consists of a message header optionally followed by a message body. Each message is identified by a message number that is sent as part of the message header. Each message (message header plus message body) will be XDR encoded and sent within a single XDR record.

Messages that cannot be parsed or have invalid sequence information can be logged on the receiving host but no response is returned to the sender.

5.3
Message Header

Each message is preceded by a message header.  The header is used to identify the message and defines how to deserialize the arguments and dispatch the message.
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The message headers are defined by the following XDR block

enum ndmp_header_message_type

{

    NDMP_MESSAGE_REQUEST,

    NDMP_MESSAGE_REPLY

};

struct ndmp_header

{


    u_long                      sequence;

    u_long                      time_stamp;

    ndmp_header_message_type    message_type;

    enum ndmp_message           message;

    u_long                      reply_sequence;

    ndmp_error                  error;

};

Message header data definitions:

sequence
The sequence number is a connection local counter that starts at one and increases by one for every message sent. The client and the service both start with one and increase independently. 

time_stamp
The time_stamp identifies the time, in seconds since 00:00:00 GMT, Jan 1, 1970, that the message was sent. 

message_type
The message_type enum identifies the message as a request or a reply message. 

message
The message field identifies the message. 

reply_sequence
The reply_sequence field is 0 in a request message. In reply messages, the reply_sequence is the sequence number from the request message to which the reply is associated. 

error
The error field is 0 in request messages. In reply messages, the error field identifies any problem that occurred receiving or decoding the message.  If the error value is nonzero, no message body will  follow the message header. The complete list of error codes is in the next section.

5.4
Message Numbers

The following messages are defined:

enum ndmp_message 

{


/* Connect Interface */


NDMP_CONNECT_OPEN


= 0x900,


NDMP_CONNECT_CLIENT_AUTH

= 0x901,


NDMP_CONNECT_CLOSE


= 0x902,


NDMP_CONNECT_SERVICE_AUTH

= 0x903,


NDMP_CONNECT_LISTEN


= 0x90X,


NDMP_CONNECT_DROP


= 0x90X,

    /* Config Interface */

    NDMP_CONFIG_GET_HOST_INFO    
= 0x100,


  NDMP_CONFIG_GET_CONNECTION_TYPE
= 0x102,


NDMP_CONFIG_GET_AUTH_ATTR

= 0x103,


NDMP_CONFIG_GET_BUTYPE_INFO

= 0x104,


NDMP_CONFIG_GET_FS_INFO

= 0x105,


NDMP_CONFIG_GET_TAPE_INFO

= 0x106,


NDMP_CONFIG_GET_SCSI_INFO

= 0x107,


NDMP_CONFIG_GET_SERVICE_INFO

= 0x108,


    /* SCSI Interface */

    NDMP_SCSI_OPEN              

= 0x200,

    NDMP_SCSI_CLOSE



= 0x201,

    NDMP_SCSI_GET_STATE


= 0x202,

    NDMP_SCSI_SET_TARGET


= 0x203,

    NDMP_SCSI_RESET_DEVICE


= 0x204,

    NDMP_SCSI_RESET_BUS


= 0x205,

    NDMP_SCSI_EXECUTE_CDB


= 0x206,

    /* Tape Interface */

    NDMP_TAPE_OPEN               
= 0x300,

    NDMP_TAPE_CLOSE



= 0x301,

    NDMP_TAPE_GET_STATE


= 0x302,

    NDMP_TAPE_MTIO



= 0x303,

    NDMP_TAPE_WRITE



= 0x304,

    NDMP_TAPE_READ



= 0x305,

    NDMP_TAPE_EXECUTE_CDB


= 0x307,

    /* Data Interface */

    NDMP_DATA_GET_STATE          
= 0x400,

    NDMP_DATA_START_BACKUP


= 0x401,

    NDMP_DATA_START_RECOVER

= 0x402,

    NDMP_DATA_ABORT



= 0x403,

    NDMP_DATA_GET_ENV


= 0x404,

    NDMP_DATA_STOP



= 0x407,


NDMP_DATA_LISTEN



= 0x409,


NDMP_DATA_CONNECT


= 0x40a,


NDMP_DATA_START_RECOVER_FILEHIST
= 0x40b,

    /* Notify Interface */

    NDMP_NOTIFY_DATA_HALTED

= 0x501,

   
NDMP_NOTIFY_CONNECTED


= 0x502,

    NDMP_NOTIFY_MOVER_HALTED

= 0x503,

    NDMP_NOTIFY_MOVER_PAUSED

= 0x504,

    NDMP_NOTIFY_DATA_READ


= 0x505, 


NDMP_NOTIFY_TRANSLATE_PAUSED

= 0x50X,

    NDMP_NOTIFY_TRANSLATE_HALTED

= 0x50X, 


/* Log Interface */


NDMP_LOG_FILES



= 0x602,


NDMP_LOG_MESSAGE



= 0x603,


/* File history interface */


NDMP_FH_ADD_FILE



= 0x703,


NDMP_FH_ADD_DIR



= 0x704,


NDMP_FH_ADD_NODE



= 0x705,


/* Mover Interface */


NDMP_MOVER_GET_STATE         
= 0xa00,


NDMP_MOVER_CONTINUE


= 0xa02,


NDMP_MOVER_ABORT



= 0xa03,


NDMP_MOVER_STOP



= 0xa04,


NDMP_MOVER_SET_WINDOW


= 0xa05,


NDMP_MOVER_READ



= 0xa06,


NDMP_MOVER_CLOSE



= 0xa07,


NDMP_MOVER_SET_RECORD_SIZE

= 0xa08,


/* Translate Interface */


NDMP_TRANSLATE_CONTINUE

= 0xa0X,    

    NDMP_TRANSLATE_GET_STATE

= 0xa00,


NDMP_TRANSLATE_SET_STATE

= 0xa01,


NDMP_TRANSLATE_CLOSE


= 0xa0X,


NDMP_TRANSLATE_CONTINUE

= 0xa02,


NDMP_TRANSLATE_ABORT


= 0xa03,


NDMP_TRANSLATE_STOP


= 0xa04,


NDMP_TRANSLATE_PAUSE


= 0xa0X,


NDMP_TRANSLATE_READ


= 0xa0X,


NDMP_TRANSLATE_SELECT_CONNECTION
= 0xa05,


NDMP_TRANSLATE_GETENV


= 0xa0X,


NDMP_TRANSLATE_SET_APP_STATE

= 0xa06,


NDMP_TRANSLATE_GET_APP_STATE

= 0xa07,


NDMP_TRANSLATE_SET_APP_PARAM

= 0xa08,


NDMP_TRANSLATE_GET_APP_PARAM

= 0xa09,


/* Reserved for the vendor specific usage */


/* from 0xf000 to 0xffff */


NDMP_VENDORS_BASE


= 0xf000,


/* Reserved for prototyping */


/* from 0xff00 to 0xffff */


NDMP_RESERVED_BASE


= 0xff00

};

Translate (X) service i/f:

Cid <- Xlate_listen(mode, addrtype, opaque):

Xlate_Drop(cid):

Cid <- Xlate_connect(addr, mode, env):

Xlate_Read(CID,Off,Len)

CID,

State,

Mode,

Addr,

Count,

5.5
Message Format

Each message is described using a block of XDR specification in the following format:

struct message_name_request 

{


type
request_argument1;


...


type
request_argumentN;

};

struct message_name_reply 

{


enum
ndmp_error error;


type
reply_argument1;



...


type
reply_argumentN;

};

Each XDR specification conforms to rpcgen format. No XDR specification is provided for the request message if the request message does not contain any arguments. No XDR specification is provided for the reply message if the reply message does not contain any argument or if no reply message is defined. Not all request messages have an associated reply message. Following the XDR specification is a description of each request and reply argument. Each reply message contains an error code.  If an error code is returned that is not equal to NDMP_NO_ERR, some of the reply arguments might be meaningless. A list of errors that typically might be returned in the reply is provided for each message. Note that this is not an exhaustive list. Generic errors, such as NDMP_NO_MEM_ERR, are not listed.

2.11
Message Authentication

Each NDMP message can be processed only if the NDMP service has been authenticated except CONNECT interface and NDMP_CONFIG_GET_SERVICE_INFO in the CONFIG interface.

6.0
Error Codes

HS: This chapter will be expanded significantly.

The following error codes are defined:

enum ndmp_error

{

    NDMP_NO_ERR,

    NDMP_NOT_SUPPORTED_ERR,

    NDMP_DEVICE_BUSY_ERR,

    NDMP_DEVICE_OPENED_ERR,

    NDMP_NOT_AUTHORIZED_ERR,

    NDMP_PERMISSION_ERR,

    NDMP_DEV_NOT_OPEN_ERR,

    NDMP_IO_ERR,

    NDMP_TIMEOUT_ERR,

    NDMP_ILLEGAL_ARGS_ERR,

    NDMP_NO_TAPE_LOADED_ERR,

    NDMP_WRITE_PROTECT_ERR,

    NDMP_EOF_ERR,

    NDMP_EOM_ERR,

    NDMP_FILE_NOT_FOUND_ERR,

    NDMP_BAD_FILE_ERR,

    NDMP_NO_DEVICE_ERR,

    NDMP_NO_BUS_ERR,

    NDMP_XDR_DECODE_ERR,

    NDMP_ILLEGAL_STATE_ERR,

    NDMP_UNDEFINED_ERR,

    NDMP_XDR_ENCODE_ERR,

    NDMP_NO_MEM_ERR,


NDMP_CONNECT_ERR

};

NDMP_NO_ERR

No error. 

NDMP_NOT_SUPPORTED_ERR


Specified message not supported.  Some NDMP implementations might only support a subset of the NDMP protocol. 

NDMP_DEVICE_BUSY_ERR


Specified device is in use. This error will be returned if an attempt is made to open a tape or SCSI device that is already in use.  

NDMP_DEVICE_OPENED_ERR


A device is already open. NDMP connections are limited to having a single device opened at a time. 

NDMP_NOT_AUTHORIZED_ERR

NDMP connection not yet authenticated. Prior to issuing most requests, the NDMP connection must first be authenticated via the NDMP_CONNECT_CLIENT_AUTH message. This error is returned if a message requiring connection authentication is received when the connection has not yet been authenticated. 

NDMP_PERMISSION_ERR

The user that was used to authenticate the connection does not have the access permissions to execute this message. 

NDMP_DEV_NOT_OPEN_ERR

Device not open. An attempt was made to access a device that was not open. 

NDMP_IO_ERR

Device I/O error. 

NDMP_TIMEOUT_ERR

Command timeout error. 

NDMP_ILLEGAL_ARGS_ERR

Message received containing one or more invalid arguments. 

NDMP_NO_TAPE_LOADED_ERR

Tape device could not be opened because no tape was loaded. 

NDMP_WRITE_PROTECT_ERR

Tape device could not be opened in write mode because the tape is write protected. 

NDMP_EOF_ERR

The tape command failed because end-of-file was encountered. 

NDMP_EOM_ERR

The tape command failed because the end of media mark was encountered. 

NDMP_FILE_NOT_FOUND_ERR

During a recover operation, a specified file was not found. 

NDMP_BAD_FILE_ERR

Error due to invalid file descriptor. 

NDMP_NO_DEVICE_ERR

Specified device does not exist. 

NDMP_NO_BUS_ERR

Specified SCSI controller does not exist. 

NDMP_XDR_DECODE_ERR

Error decoding message. 

NDMP_ILLEGAL_STATE_ERR

Message cannot be processed in the current state. 

NDMP_UNDEFINED_ERR

Undefined error. 

NDMP_XDR_ENCODE_ERR

Error encoding reply message. 

NDMP_NO_MEM_ERR

Memory allocation error. 

NDMP_CONNECT_ERR

Error connecting to another NDMP service.

7.0
DSP Message Definitions

This section defines the protocol interfaces implemented by the NDMP service. 

7.1
CONNECT Interface

This interface is used to authenticate the client and negotiate the version of protocol which will be used. 

The DMA first connects to a well known port (10,000). The NDMP service accepts the connection and sends an NDMP_NOTIFY_CONNECTED message. The DMA then sends an NDMP_CONNECT_OPEN message. The DMA will be authenticated by the NDMP service using an NDMP_CONNECT_CLIENT_AUTH message. Optionally, the DMA may use an NDMP_CONNECT_SERVICE_AUTH message to authenticate the NDMP service as well.

7.1.1
Open Connection

It is used to negotiate the protocol version to be used between the DMA and service. This message is optional if the DMA agrees on the protocol version specified in the NDMP_NOTIFY_CONNECTED message, or it is the first message sent by the DMA. If the suggested protocol version is not supported on the NDMP service, an NDMP_ILLEGAL_ARGS_ERR is returned. The DMA could try the same request with the different protocol version supported until the negotiation is complete. Once the protocol version has been successfully negotiated, it remains until the end of the NDMP session.

Message XDR definition

/* NDMP_CONNECT_OPEN */

struct ndmp_connect_open_request

{

    u_short     protocol_version;     

};

struct ndmp_connect_open_reply

{

    ndmp_error  error; 

};

Request Arguments 

protocol_version
Protocol version suggested by the DMA. The valid protocol_version is 1, 2 or 3.

Reply Errors 

NDMP_NO_ERR
Protocol version suggested by the client is supported by the service. 

NDMP_ILLEGAL_ARGS_ERR
Protocol version suggested by the client is not supported by the service. The client should retry the request with a lower protocol version number. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ILLEGAL_STATE_ERR
The protocol has been negotiated. 

7.1.2
Client Authentication

This message is used to authenticate the DMA to the NDMP service.  Only some of the request messages within the CONFIG and CONNECT interfaces may be processed on a connection that has not yet been authenticated. A reply message containing an NDMP_NOT_AUTHORIZED_ERR error will be returned in response to any other request messages received when the connection has not yet been authenticated. 

NDMP services must support at least one of the following authentication methods. 

· NONE: no authentication required. 

· TEXT: connection is authenticated using a auth id and clear text password.

· MD5: connection is authenticated using an MD5 algorithm. 

The MD5 method uses the MD5 message-digest algorithm described in RFC1321 to authenticate the client and/or the service using a shared secret (password). The message used to compute the MD5 digest is a concatenation of the password, null padding, the 64 byte fixed length challenge and a repeat of the password. The length of the null padding is chosen to result in a 128 byte fixed length message. The length of the padding can be computed as 64 – 2*(length of the password). The client digest is computed using the service challenge from the NDMP_CONFIG_GET_AUTH_ATTR reply. 

[image: image15.wmf]Password

Padding

Challenge

Password

128 Bytes


Message XDR definition

/* NDMP_CONNECT_CLIENT_AUTH */

enum ndmp_auth_type

{

    NDMP_AUTH_NONE, 

    NDMP_AUTH_TEXT,

    NDMP_AUTH_MD5  

};

struct ndmp_auth_text

{

    string 
auth_id<>;

    string
auth_password<>;

};

struct ndmp_auth_md5

{

    string
auth_id <>;

    opaque
auth_digest[16];

 };

union ndmp_auth_data switch (enum ndmp_auth_type auth_type)

{

    case NDMP_AUTH_NONE:

        void;

    case NDMP_AUTH_TEXT:

        struct ndmp_auth_text    auth_text;

    case NDMP_AUTH_MD5:

        struct ndmp_auth_md5     auth_md5;

};

struct ndmp_connect_client_auth_request

{

    ndmp_auth_data     auth_data;

};

struct ndmp_connect_client_auth_reply

{

    ndmp_error      error;

 };

Request Arguments 

auth_data
Authentication data. NDMP services must support at least one of the following authentication methods:


(
NONE: no authentication required.


(
TEXT:  connection is authenticated using an auth id and non-encrypted password. 


(
MD5: connection is authenticated using auth id and MD5 digest of the service challenge and the client password. 

Reply Arguments 

error
Error code. 

Reply Errors 

NDMP_NO_ERR
Connection successfully authenticated. 

NDMP_NOT_AUTHORIZED_ERR
Incorrect authentication data. 

NDMP_NOT_SUPPORTED_ERR
The request sequence is not supported for this implementation.

NDMP_ ILLEGAL_ARGS _ERR
Specified authentication method not supported. 

7.1.3
Close Connection

This message is used when the client wants to close the NDMP connection. This message should be sent by the DMA before shutting down the TCP/IP connection.

Message XDR definition

/* NDMP_CONNECT_CLOSE */

/* no request arguments */

/* no reply message */

7.1.4
Service Authentication

This message is used to authenticate the NDMP service to the DMA. This request message is optional and can only be processed after the DMA has been authenticated by the service.  

The same client authentication methods are supported for the service authentication. Please refer to section 7.1.2 for usage of the authentication methods. If the NDMP_AUTH_MD5 authentication method is applied, the service digest will be computed using the client challenge from the request. 

Message XDR definition

/* NDMP_CONNECT_SERVICE_AUTH */

union  ndmp_auth_attr 

    switch (enum ndmp_auth_type auth_type){

    case NDMP_AUTH_NONE:



void; 

    case NDMP_AUTH_TEXT:



void;

    case NDMP_AUTH_MD5:



opaque
challenge[64]; 

};

struct ndmp_connect_service_auth_request

{

    ndmp_auth_attr client_attr;

};

struct ndmp_connect_service_auth_reply

{

    ndmp_error      error;

    ndmp_auth_data  service_result;

};

Request Arguments 

client_attr



The following attribute is defined: 

challenge
For NDMP_AUTH_MD5 the DMA will include a per session challenge.

Reply Arguments 

error
Error code. 

service_result
Authentication result. NDMP services may return information to the DMA to authenticate the service to the client. 


(
NONE: no authentication returned. 


(
TEXT: connection is authenticated using an auth id and clear text password. The auth id and password authenticate the auth id on DMA host.


(
MD5: connection is authenticated using user name and MD5 digest of the challenge and the user password. 

Reply Errors 

NDMP_NO_ERR
Connection successfully authenticated. 

NDMP_NOT_SUPPORTED_ERR
The request sequence is not supported for this implementation.

NDMP_ ILLEGAL_ARGS _ERR
Specified authentication method not supported. 

7.2
CONFIG Interface

This interface allows the DMA to discover the configuration of the NDMP service. 

7.2.1
Get Host Info

This request is used to get NDMP host information. 

Message XDR definition

/* NDMP_CONFIG_GET_HOST_INFO */

/* no request arguments */

struct ndmp_config_get_host_info_reply

{

    ndmp_error      error;

    string          hostname<>;

    string          os_type<>;

    string          os_vers<>;

    string          hostid<>;

 };

Request Arguments 

This request does not have a message body. 

Reply Arguments 

error
Error code. 

hostname 
Host name of the NDMP service 

os_type
Name of NDMP service operating system (for example, Solaris). 

os_vers
Version of NDMP service operating system (for example, 2.5).  

hostid
NDMP service host identifier. 

Reply Errors 

NDMP_NO_ERR
Request successfully processed. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation. 

7.2.2
Get Service Info

This request is used to get information about the NDMP service. 

Message XDR definition

/* NDMP_CONFIG_GET_SERVICE_INFO */

/* no request arguments */

struct ndmp_config_get_service_info_reply

{

    ndmp_error      
error;

    string 

vendor_name<>;

    string          
product_name<>;

    string          
revision_number<>;

 
  ndmp_auth_type
auth_type<>;

 };

Request Arguments 

This request does not have a message body. 

Reply Arguments 

error
Error code. 

vendor_name
The name of the vendor that implements the NDMP service. 

product_name
The product name of the NDMP service provided by the vendor. 

revision_number
The current revision number of NDMP service provided by the vendor.

auth_types
Connection authentication types supported by the NDMP service. 

Reply Errors 

NDMP_NO_ERR
Request successfully processed. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation. 

7.2.3
Get Connection Type

This request returns a list of the data connection types which NDMP service supports. 

Message XDR definition

/* NDMP_CONFIG_GET_CONNECTION_TYPE */

/* no request arguments */

enum ndmp_addr_type

{

    NDMP_ADDR_LOCAL,

    NDMP_ADDR_TCP,


NDMP_ADDR_FC,


NDMP_ADDR_IPC

};

struct ndmp_config_get_connection_type_reply

{

    ndmp_error        error;

    ndmp_addr_type    addr_types<>;

};

Request Arguments 


This request does not have a message body. 

Reply Arguments 

error 
Error code. 

addr_types
Array of supported connection types.

NDMP_ADDR_LOCAL
One tape service should listen for a connection from the data service that is collocated with the tape. This means that the data service and the tape service are controlled via the same DMA connection. The communication mechanism is implementation dependent.

NDMP_ADDR_TCP
One NDMP service should listen for a connection from a remote NDMP service using a TCP/IP port.

NDMP_ADDR_FC
The connection between one NDMP service and the other NDMP service is built upon the Fibre Channel.

NDMP_ADDR_IPC
Two NDMP services are on the same host, but controlled by the separate DMA connection.

Reply Errors 

NDMP_NO_ERR
Returned the supported connection type successfully. 

NDMP_NOT_SUPPORTED_ERR
The request sequence is not supported for this implementation. 

7.2.4
Get Authentication Type Attribute

This message is used to query the attributes of the supported authentication methods. If the connection will be authenticated using the MD5 method, the client should use this message to get the service challenge before sending the NDMP_CONNECT _CLIENT_AUTH message.

Message XDR definition

/* NDMP_CONFIG_GET_AUTH_ATTR */

struct ndmp_config_get_auth_attr_request

{


ndmp_auth_type auth_type;

};

struct ndmp_config_get_auth_attr_reply

{

    ndmp_error      error;

 
ndmp_auth_attr service_attr;

};

Request Arguments 

auth_type
The specific authentication method is used to authenticate the DMA to the NDMP service. 

Reply Arguments 

error 
Error code. 

service_attr
Returned the attributes required for a specific authentication scheme: 

The following attribute is defined: 

challenge
For NDMP_AUTH_MD5, the NDMP service will return a per session challenge.

Reply Errors 

NDMP_NO_ERR
Returned the specific authentication type attributes successfully. 

NDMP_NOT_SUPPORTED_ERR
The request sequence is not supported for this implementation.

NDMP_ ILLEGAL_ARGS _ERR
Specified authentication method not supported. 

7.2.5
Get Backup Type Information

This message is used to query the backup types supported by the NDMP service and the capability of each supported backup type. 

Message XDR definition

/* NDMP_CONFIG_GET_BUTYPE_INFO */

/* No request arguments */

/* backup type attributes */

const NDMP_BTYPE_BACKUP_FILE_HISTORY =

0x0001;

const NDMP_BUTYPE_BACKUP_FILELIST =

0x0002;

const NDMP_BUTYPE_RECOVER_FILELIST =

0x0004;

const NDMP_BUTYPE_BACKUP_DIRECT = 

0x0008;

const NDMP_BUTYPE_RECOVER_DIRECT =

0x0010;

const NDMP_BUTYPE_BACKUP_INCREMENTAL = 
0x0020;

const NDMP_BUTYPE_RECOVER_INCREMENTAL = 
0x0040;

const NDMP_BUTYPE_BACKUP_UTF8 =


0x0080;

const NDMP_BUTYPE_RECOVER_UTF8 = 

0x0100;

const NDMP_BUTYPE_RECOVER_FILEHIST = 

0x0200;

struct ndmp_butype_info

{


string
butype_name <>;


ndmp_pval
default_env <>;


u_long
attrs;

};

struct ndmp_config_get_butype_attr_reply

{

ndmp_error

error;

ndmp_butype_info
butype_info <>;

};

Request Arguments 

This request does not have a message body.

Reply Arguments 

error 
Error code. 

butype_info
Returned the information of the backup types supported by the NDMP service. Backup types are NDMP service implementation dependent. 

The following information is provided: 


butype_name
Name of backup (such as dump, tar, cpio). 


default_env
The default value of the environment variables specific to the backup type. 

The following are examples of the environment variables that can be defined by the NDMP service and the corresponding default values. 

Variable Name
Meaning
Value
The Default Value

PREFIX
prefix path for the request
path name
(No default value)

TYPE
the data type
Backup type, e.g. dump, tar, and cpio
(No default value)

USER
user id to run backup
user name
(No default value)

DIRECT
Direct access retrieval 
y/n
n

HIST
a flag to maintain file history
y/n
n

The following are examples of the environment variables that can be defined by dump type and the corresponding default values.

Variable Name
Meaning
Value
The Default Value

FILESYSTEM
device or file system name to be backed up
file system or device name, e.g. /dev/rsd0a
(No default value)

LEVEL
dump level
0 - 9
0

EXTRACT
“y” specifies the –x option for the extraction, or –r option for the extraction. 
y/n
y

UPDATE
update the dumpdates file
TRUE/FALSE
TRUE

The following are examples of environment variables that can be defined by tar type and the corresponding default values. 

Variable Name
Meaning
Value
The Default Value

FILES
list of files to be backed up
e.g. ./* ./*.c ./*.h
(No default value)

The following are examples of environment variables that can be defined by cpio type and the corresponding default values. 

Variable Name
Meaning
Value
The Default Value

CMD
command to generate the file list for cpio.
e.g. fine . –name -print
(No default value)


attrs
Backup attributes bit mask. The following attribute bits are defined: 

NDMP_BUTYPE_BACKUP_FILE_HISTORY
The backup type supports the file history.

NDMP_BUTYPE_BACKUP_FILELIST 
The backup type supports archiving of selective files as specified by a file list. 

NDMP_BUTYPE_RECOVER_FILELIST 
The backup type supports restoration of individual files.

NDMP_BUTYPE_BACKUP_DIRECT

The backup type provides the file history information for the direct access restore.

NDMP_BUTYPE_RECOVER_DIRECT 
The backup type supports direct access restore (positioning to the offset of a backup image and restoring the specified file).

NDMP_BUTYPE_BACKUP_INCREMENTAL
The backup type supports the incremental backup.

NDMP_BUTYPE_RECOVER_INCREMENTAL The backup type supports incremental-only restoration (a full restore must be done before an incremental restore).

NDMP_BUTYPE_BACKUP_UTF8
The backup type supports UTF8 format in the file history.

NDMP_BUTYPE_RECOVER_UTF8
The backup type supports UTF8 format in the restored file list.

NDMP_BUTYPE_RECOVER_FILEHIST
The backup type supports the regeneration of file history information from the original backup media.

Reply Errors 

NDMP_NO_ERR
The backup type information successfully returned. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation. 

7.2.6
Get File System Information

This message is used to query the information of the file systems on the NDMP service host. 

Message XDR definition

/* NDMP_CONFIG_GET_FS_INFO */

/* No request arguments */

/* invalid bit */

const
NDMP_FS_INFO_TOTAL_SIZE_INVALID =

0x00000001;

const
NDMP_FS_INFO_USED_SIZE_INVALID =

0x00000002;

const
NDMP_FS_INFO_AVAIL_SIZE_INVALID =

0x00000004;

const
NDMP_FS_INFO_TOTOAL_INODES_INVALID = 
0x00000008;

const
NDMP_FS_INFO_USED_INNODES_INVALID = 
0x00000010;

struct ndmp_fs_info

{


u_long
invalid;


string
fs_type <>;


string
fs_logical_device <>;


string
fs_physical_device <>;


ndmp_u_quad
total_size;


ndmp_u_quad
used_size;


ndmp_u_quad
avail_size;


ndmp_u_quad
total_inodes;


ndmp_u_quad
used_inodes;


ndmp_pval
fs_env <>;


string
fs_status<>;

};

struct ndmp_config_get_fs_info_reply

{

    ndmp_error
error;


ndmp_fs_info
fs_info <>;

};

Request Arguments 

This request does not have a message body.

Reply Arguments 

error 
Error code. 

fs_info
Returned the information of the file system.

The following attributes are defined:


invalid
The invalid flag is used to identify the unsupported argument in the message. 


fs_type



The type of the file system. 


fs_logical_device


The mount point or share name of the file system.

fs_physical_device
The physical device name of the file system,  e.g. /dev/rsd0c


total_size
The total size of the file system in bytes. NDMP_FS_INFO_TOTAL_SIZE_INVALID is set if this argument is not supported.


used_size
The used size of the file system in bytes. NDMP_FS_INFO_USED_SIZE_INVALID is set if this argument is not supported.


avail_size
The available size of the file system in bytes. NDMP_FS_INFO_AVAIL_SIZE_INVALID is set if this argument is not supported.


total_inodes
The total number of inodes within the file system. NDMP_FS_INFO_TOTAL_INODES_INVALID is set if this argument is not supported.


used_inodes
The number of the inodes being used within the file system. NDMP_FS_INFO_USED_INODES_INVALID is set if this argument is not supported.


fs_env



The environment variables are defined for the file system. 



fs_status



The current status of the file system. 

Reply Errors

NDMP_NO_ERR
Return the file system information successfully. 

NDMP_NOT_SUPPORTED_ERR
The request sequence is not supported for this implementation.

7.2.7
Get Tape Information

This message is used to query the information of the tape devices on the NDMP service host. 

Message XDR definition

/* NDMP_CONFIG_GET_TAPE_INFO */

/* tape attributes */

const NDMP_TAPE_ATTR_REWIND
= 0x00000001;

const NDMP_TAPE_ATTR_UNLOAD
= 0x00000002;

/* No request arguments */

struct ndmp_device_capability

{


string


device <>;


u_long


attr;


ndmp_pval


capability <>;

};

struct ndmp_device_info

{


string

model <>;


ndmp_device_capability
caplist <>;

};

struct ndmp_config_get_tape_info_reply

{

    ndmp_error


error;


ndmp_device_info

tape_info <>;

};

Request Arguments 

This request does not have a message body.

Reply Arguments 

error 
Error code. 

tape_info
Returned the information of the tape device.

The following attributes are defined: 

model
The manufacture name of the tape device. For example, EXB-8500 and DLT4000.

caplist
The attributes of the tape device. One physical tape device can have more than one device name with the different capabilities.

device
The device name of the tape device. For example, /dev/rmt/0mn.

attr
The bit mask value for the tape attributes.


NDMP_TAPE_ATTR_REWIND
The tape will be rewound when the 
device is closed.

NDMP_TAPE_ATTR_UNLOAD
The tape will be unloaded when the 
device is closed

capability
The capability of the tape drive device.


The following are examples of the environment variables that can be defined for a tape device. 

Variable Name
Meaning
Value
The Default Value

COMPRESSION
Compression ratio
integer
1 (no compression)

Reply Errors 

NDMP_NO_ERR
Returned the tape information successfully. 

NDMP_NOT_SUPPORTED_ERR
The request sequence is not supported for this implementation.

7.2.8
Get SCSI Information

This message is used to query the information of the SCSI jukebox devices on the NDMP service host. 

Message XDR definition

/* NDMP_CONFIG_GET_SCSI_INFO */

/* No request arguments */

/* no SCSI attributes */

struct ndmp_config_get_scsi_info_reply

{

    ndmp_error


error;


ndmp_device_info

scsi_info <>;

};

Request Arguments 

This request does not have a message body.

Reply Arguments 

error 
Error code. 

scsi_info
Returned the information of the SCSI jukebox device.

The following attributes are defined: 

model
The manufacture name of the SCSI jukebox device. For example, DLT4700.

caplist
The attributes of the SCSI jukebox device. 

device
The device name of the SCSI jukebox device. For example, /dev/scsi0.

attr
The bit mask for the well-defined SCSI attributes. (It is not defined yet.)

capability
The capability of the SCSI jukebox device.


Reply Errors 

NDMP_NO_ERR
Returned the SCSI jukebox device information successfully. 

NDMP_NOT_SUPPORTED_ERR
The request sequence is not supported for this implementation.

7.3
SCSI Interface

The SCSI interface allows low level control of SCSI jukebox devices.  

7.3.1
Open SCSI Device

Opens the specified SCSI device. This operation is required before any other SCSI requests can be executed. For security reasons, NDMP_SCSI_OPEN should be supported only for the jukebox devices.

The open must be an exclusive open. The NDMP service can open only one jukebox device (via the NDMP SCSI interface) or tape device (via NDMP TAPE interface) at a time. An NDMP_DEVICE_BUSY_ERR is returned if the NDMP service already has a tape or jukebox device opened.

Message XDR definition

/* NDMP_SCSI_OPEN */

struct ndmp_scsi_open_request

{

 
string
device<>;

};

struct ndmp_scsi_open_reply

{

    ndmp_error      error;

};

Request Arguments 

device
Name of SCSI interface device to open.  The usage of this argument is NDMP-service implementation dependent.  This argument can be used to specify the name of an actual SCSI device but more typically the argument will be used to specify the name of a  SCSI pass-through driver pseudo device. The specific device to be controlled is selected through the set SCSI target request. 

Reply Arguments 

error
Error code. 

Reply Errors 

NDMP_NO_ERR
SCSI interface device successfully opened. 

NDMP_DEVICE_OPENED_ERR
The connection already has a tape device or SCSI device open. 

NDMP_DEVICE_BUSY_ERR
Another NDMP connection currently has the specified device open. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized or device is not a tape or jukebox.

NDMP_NO_DEVICE_ERR
Invalid device specified. 

NDMP_IO_ERR
IO error while opening SCSI device. 

7.3.2
Close Device

This request closes the currently open SCSI interface device.  No further requests can be made until another open request is successfully executed. 

Message XDR definition

/* NDMP_SCSI_CLOSE */

/* no request arguments */

struct ndmp_scsi_close_reply

{

    ndmp_error      error;

};

Request Arguments 

This request does not have a message body. 

Reply Arguments 

error
Error code. 

Reply Errors 

NDMP_NO_ERR
Device successfully closed. 

NDMP_DEV_NOT_OPEN_ERR
No device currently open by the connection. 

NDMP_NOT_SUPPORTED_ERR
The request sequence is not supported for this implementation. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.3.3
Get SCSI State

This request returns the current state of the SCSI interface. The target information provides information about which SCSI device is controlled by this interface. 

Message XDR definition

/* NDMP_SCSI_GET_STATE */

/* no request arguments */

struct ndmp_scsi_get_state_reply

{

    ndmp_error      error;

    short           target_controller;

    short           target_id;

    short           target_lun;

};

Request Arguments 

This request does not have a message body. 

Reply Arguments 

error
Error code. 

target_controller
Identifier of the SCSI controller to which the currently targeted SCSI device is attached.  -1 if no device currently is targeted.

target_id
SCSI target identifier. Specifies the SCSI bus address of the targeted device. -1 if no device currently is targeted.

target_lun
Logic unit number of the targeted device. -1 if no device currently is targeted.

Reply Errors 

NDMP_NO_ERR
Target device information successfully returned. 

NDMP_DEV_NOT_OPEN_ERR
No SCSI device currently open by the connection. 

NDMP_NOT_SUPPORTED_ERR
The request sequence is not supported for this implementation. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.3.4
Set SCSI Target

This request selects or changes the SCSI target. When the SCSI interface is opened, it is not known if the NDMP service has opened a device file that can pass commands to a single SCSI target or to multiple SCSI targets. This request is used to pass the information describing the SCSI target to which to send commands. Additionally, if the target can talk to multiple targets, this allows “scanning” the SCSI bus on the NDMP host for diagnostics or for  jukebox discovery.

For security reasons this message should only be supported for tape or jukebox devices.

Message XDR definition

/* NDMP_SCSI_SET_TARGET */

struct ndmp_scsi_set_target_request

{

 
string 
device<>;

    u_short             target_controller;

    u_short             target_id;

    u_short             target_lun;

};

struct ndmp_scsi_set_target_reply

{

    ndmp_error      error;

};

Request Arguments 

device
SCSI device name. This argument is NDMP service implementation dependent. Some implementations might support the targeting of a device through a logical device name. If this argument is used, the following arguments might be ignored. If this argument is not specified or supported, then the following arguments must be specified. 

target_controller
Identifier of the SCSI controller to which the targeted SCSI device is attached. 

target_id
SCSI target identifier. Specifies the SCSI bus address of the targeted device. 

target_lun
Logic unit number of the targeted device. 

Reply Arguments 

error
Error code. 


Reply Errors 

NDMP_NO_ERR
Specified SCSI device successfully targeted. 

NDMP_NO_BUS_ERR
The specified SCSI controller is not found. 

NDMP_NO_DEVICE_ERR
No device at this specified target. 

NDMP_NOT_SUPPORTED_ERR
The request sequence is not supported for this implementation. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized or device is not a tape or jukebox.

7.3.5
Reset Device

This request sends a SCSI device reset message to the currently targeted SCSI device.

Message XDR definition

/* NDMP_SCSI_RESET_DEVICE */

/* no request arguments */

struct ndmp_scsi_reset_device_reply

{

    ndmp_error      error;

};

Request Arguments

This request does not have a message body.

Reply Arguments

error
Error code.

Reply Errors

NDMP_NO_ERR
SCSI device successfully reset.

NDMP_DEV_NOT_OPEN_ERR
No SCSI device currently open by the connection.

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.3.6
Reset Bus

This request asserts a SCSI bus reset on the SCSI bus to which the SCSI device is attached.

Message XDR definition

/* NDMP_SCSI_RESET_BUS */

/* no request arguments */

struct ndmp_scsi_reset_bus_reply

{

    ndmp_error      error;

};

Request Arguments 

This request does not have a message body. 

Reply Arguments 

error
Error code. 

Reply Errors 

NDMP_NO_ERR
SCSI device successfully reset. 

NDMP_DEV_NOT_OPEN_ERR
No SCSI device currently open by the connection.

NDMP_NOT_SUPPORTED_ERR
The request sequence is not supported for this implementation. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.3.7
Execute CDB

This request sends a SCSI Control Data Block to a SCSI device. If a check condition is generated, then the extended sense data is also retrieved. Data can be transferred to or from the SCSI device as part of the command.

The service selects the SCSI target. The cdb is sent to the SCSI device in command mode. If DATA_OUT is set in the flags, then the dataout is sent to the SCSI device in data mode. Sometimes the host will disconnect from the target and wait for a reselect. If timeout is zero, the host will wait indefinitely for the target to reselect. If timeout is not zero, the host will wait timeout milliseconds for the target to reselect. If the reselect does not occur, an NDMP_TIMEOUT_ERR is returned. If the target reselects and the status is CHECK CONDITION, then the service executes a REQUEST SENSE cdb. If the DATA_IN flag is set, the service reads data from the target in data mode.  The SCSI status, the DATA_IN, and the extended sense data are returned.

Message XDR definition

/* NDMP_SCSI_EXECUTE_CDB */

const NDMP_SCSI_DATA_IN  = 0x00000001;

const NDMP_SCSI_DATA_OUT = 0x00000002;

struct ndmp_execute_cdb_request

{

    u_long          flags;

    u_long          timeout;

    u_long          datain_len;

    opaque          cdb<>;

    opaque          dataout<>;

};

struct     ndmp_execute_cdb_reply

{

    ndmp_error      error;

    u_char          status;

    u_long          dataout_len;

    opaque          datain<>;

    opaque          ext_sense<>;

};

Request Arguments 

flags
Specifies the data transfer (if any) direction. DATA_IN and DATA_OUT reference the host. They refer to data from the SCSI device into the host and data out of the host to the SCSI device.

timeout
Number of milliseconds to wait if a reselect occurs. If timeout is zero, then the host will wait  indefinitely for the target to reselect.  

datain_len
If the data transfer direction is DATA_IN, the expected number of data bytes to read. 

cdb
The SCSI command data block. 

dataout
If the data transfer direction is DATA_OUT, the data to be transfered to the SCSI device. 

Reply Arguments 

error
Error code. 

status
SCSI status byte. 

dataout
If the data transfer direction is DATA_OUT, the number of data bytes transfered to the device. 

datain
If the data transfer direction is DATA_IN, the data transfered from the SCSI device. 

ext_sense
Extended SCSI sense data. 

Reply Errors 

NDMP_NO_ERR
Message successfully processed. Does not necessarily indicate that the SCSI command was successfully executed. The returned SCSI status byte must be used to determine if the command was successful. 

NDMP_DEV_NOT_OPEN_ERR
No SCSI device currently open by the connection. 

NDMP_IO_ERR
I/O error. 

NDMP_ILLEGAL_ARGS
Invalid argument in request message. 

NDMP_TIMEOUT_ERR
The SCSI command timed out. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.4
TAPE Interface

The TAPE interface provides complete control of a tape drive. If the tape drive is a SCSI tape drive, then the TAPE interface also  provides low level CDB access to the tape drive. This interface is analogous to the rmt protocol.   The physical device is assigned when the service is started.

7.4.1
Open Tape Device

This request opens the tape device in the specified mode.  This operation is required before any other tape requests can be executed. The device is opened exclusively; no other NDMP service can concurrently open the device.  Each tape device can be opened only by one NDMP service at a time. Each NDMP service can have only one tape or SCSI device open at a time. If the drive does not have a tape loaded, an error is returned. If the loaded media is write-protected, then the device can be opened only in read-only mode. 

Message XDR definition

/* NDMP_TAPE_OPEN */

enum ndmp_tape_open_mode

{

    
NDMP_TAPE_READ_MODE,

    
NDMP_TAPE_RDWR_MODE

};

struct ndmp_tape_open_request

{

 
string


device <>;

   
ndmp_tape_open_mode
mode;

};

struct ndmp_tape_open_reply

{

    
ndmp_error      error;

};

Request Arguments 

device
Name of tape device to open. 

mode
Tape open mode. One of the following mode can be specified when open the tape device:


NDMP_TAPE_READ_MODE: open the tape device for read only.


NDMP_TAPE_RDWR _MODE: open the tape device for read/write. 

Reply Arguments 

error
Error code. 

Reply Errors 

NDMP_NO_ERR
Tape device successfully opened. 

NDMP_DEVICE_OPENED_ERR
The NDMP service already has a SCSI device or tape device open. 

NDMP_NO_DEVICE_ERR
The specified device does not exist. 

NDMP_DEVICE_BUSY_ERR
The device is already open by another NDMP service or system process. 

NDMP_IO_ERR
Device I/O error. 

NDMP_WRITE_PROTECT_ERR
Device cannot be opened in write mode because the tape is write protected. 

NDMP_NO_TAPE_LOADED_ERR
No tape loaded in the tape device. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.4.2
Close Device

This request closes the tape drive. No further tape requests can be processed until another tape open request is successfully executed.

Message XDR definition

/* NDMP_TAPE_CLOSE */

/* no request arguments */

struct ndmp_tape_close_reply

{

    ndmp_error      error;

};

Request Arguments 

This message does not have a message body. 

Reply Arguments 

error
Error code. 

Reply Errors 

NDMP_NO_ERR
Tape device successfully closed. 

NDMP_DEV_NOT_OPEN_ERR
No tape device currently open by the connection. 

NDMP_IO_ERR
Device I/O error. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.4.3
Get Tape State

This request returns the state of the tape drive interface.

Message XDR definition

/* NDMP_TAPE_GET_STATE */

/* no request arguments */

struct ndmp_u_quad

{ 

    u_long    high;

    u_long    low;

};

/* invalid bit */

const
NDMP_TAPE_STATE_FILE_NUM_INVALID
= 
0x00000001;

const
NDMP_TAPE_STATE_SOFT_ERRORS_INVALID
= 
0x00000002;

const
NDMP_TAPE_STATE_BLOCK_SIZE_INVALID =  
0x00000004;

const
NDMP_TAPE_STATE_BLOCKNO_INVALID = 
  
0x00000008;

const
NDMP_TAPE_STATE_TOTAL_SPACE_INVALID = 
0x00000010;

const
NDMP_TAPE_STATE_SPACE_REMAIN_INVALID = 
0x00000020;


const
NDMP_TAPE_STATE_PARTITION_INVALID = 
0x00000040;

/* flags */

const NDMP_TAPE_STATE_NOREWIND =      0x0008;

const NDMP_TAPE_STATE_WR_PROT =       0x0010;

const NDMP_TAPE_STATE_ERROR =         0x0020;

const NDMP_TAPE_STATE_UNLOAD =        0x0040;

struct ndmp_tape_get_state_reply

{

    
u_long
invalid;


ndmp_error      error;

    
u_long          flags;

    
u_long          file_num;

    
u_long          soft_errors;

    
u_long          block_size;

    
u_long          blockno;

    
ndmp_u_quad     total_space;

    
ndmp_u_quad     space_remain;



u_long

partition;

}; 

Request Arguments 

This message does not have a message body. 

Reply Arguments 

invalid
The invalid flag is used to identify the unsupported argument in  the message.


error
Error code. 

flags
Bitmask of the following tape device mode flags: 

NDMP_TAPE_STATE_NOREWIND
Upon device close, the tape will not be 
rewound. 

NDMP_TAPE_STATE_WR_PROT
The loaded tape is write-protected. 

NDMP_TAPE_STATE_ERROR
A media error was detected during the previous tape 
operation. This bit is cleared at the start of each tape 
operation. 

NDMP_TAPE_STATE_UNLOAD
The currently loaded tape will be unloaded 
automatically when the device is closed. Only applies 
to media changer devices such as tape stackers and 
jukeboxes.  

file_num
Current file position. First file on the tape is file number 0. NDMP_TAPE_STATE_FILE_NUM_INVALID is set if this argument is not supported.

soft_errors
Total number of soft media errors detected since the device was opened. NDMP_TAPE_STATE_SOFT_ERRORS_INVALID is set if this argument is not supported.

block_size
Tape block size in bytes. 0 if the device is in variable block size mode. NDMP_TAPE_STATE_BLOCK_SIZE_INVALID is set if this argument is not supported.

blockno
Current tape block number. First tape block is block number 0. NDMP_TAPE_STATE_BLOCKNO_INVALID is set if this argument is not supported.

total_space
Total tape capacity in bytes. NDMP_TAPE_STATE_TOTAL_SPACE_INVALID is set if this argument is not supported. 

space_remain
Total remaining tape capacity in bytes. NDMP_TAPE_STATE_SPACE_REMAIN_INVALID is set if this argument is not supported. 
partition
Tape partition number. First partition on the tape is partition number 0. NDMP_TAPE_STATE_PARTITION_INVALID is set if this argument is not supported.
Reply Errors 

NDMP_NO_ERR
Tape state successfully returned. 

NDMP_DEV_NOT_OPEN_ERR
No tape device currently opened by the connection. 

NDMP_NOT_SUPPORTED_ERR
The request sequence is not supported for this implementation. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

NDMP_IO_ERR
Device I/O error. 

7.4.4
MTIO

This request provides access to the standard magnetic tape I/O operations. When spacing forward over a record, the tape head is positioned in the tape gap between the record just skipped and the next record. When spacing forward over file marks, the tape head is positioned in the tape gap between the next file mark and the record that follows it. When spacing backward over a record data, the tape head is positioned in the tape gap immediately preceding the tape record where the tape head is currently positioned.   When spacing backward over file marks, the tape head is positioned in the tape gap preceding the file mark. The next read would fetch the EOF. 

Message XDR definition

/* NDMP_TAPE_MTIO */

enum ndmp_tape_mtio_op

{

    NDMP_MTIO_FSF,

    NDMP_MTIO_BSF,

    NDMP_MTIO_FSR,

    NDMP_MTIO_BSR,

    NDMP_MTIO_REW,

    NDMP_MTIO_EOF,

    NDMP_MTIO_OFF

};

struct ndmp_tape_mtio_request

{

    ndmp_tape_mtio_op   tape_op;

    u_long              count;

};

struct ndmp_tape_mtio_reply

{

    ndmp_error          error;

    u_long              resid_count;

};

Request Arguments 

tape_op
One of the following tape operations: 

NDMP_MTIO_FSF
Forward space over file marks. The tape head is positioned in the tape gap between the file mark and the record that follows the file mark.  

NDMP_MTIO_BSF
Backward space over file marks. The tape head is positioned in the tape gap preceding the file mark such that the next read encounters EOF. 

NDMP_MTIO_FSR
Forward space over tape records. The tape head is positioned in the tape gap between the record just skipped and the next record. 

NDMP_MTIO_BSR
Backward space over tape records. The tape head is positioned in the tape gap preceding the tape record just skipped. 

NDMP_MTIO_REW
Rewind the tape. 

NDMP_MTIO_EOF
Write end of file marks. 

NDMP_MTIO_OFF
Eject the tape from the device. 

count
Number of operations to run.  

Reply Arguments 

error
Error code. 

resid_count
Residual operation count. Represents the number of operations that could not be done due to encountering beginning of tape, end of tape, end of written media, or a tape error. 

Reply Errors 

NDMP_NO_ERR
Tape operation successfully completed. 

NDMP_DEV_NOT_OPEN_ERR
No tape device currently open by the connection. 

NDMP_IO_ERR
Device I/O error. 

NDMP_ILLEGAL_ARGS_ERR
Invalid tape operation specified. 

NDMP_NOT_SUPPORTED_ERR
The request sequence is not supported for this implementation. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

NDMP_WRITE_PROTECT_ERR
Tape is write protected. 

7.4.5
Write

Writes data to the tape device. The NDMP service writes the specified data as a single record. It is the responsibility of the DMA to ensure that the length of the data is a multiple of the tape device block size if the device is a fixed block device. The NDMP service does not buffer or pad the data. . This request is typically used by the DMA to write tape header and trailer file data.

Message XDR definition

/* NDMP_TAPE_WRITE */

struct ndmp_tape_write_request

{

    opaque              data_out<>;

};

struct ndmp_tape_write_reply

{

    ndmp_error          error;

    u_long              count;

};

Request Arguments 

data_out
The data to be written to the tape device. 

Reply Arguments 

error
Error code. 

count
Number of data bytes written. 

Reply Errors 

NDMP_NO_ERR
All data successfully written to the tape device. 

NDMP_DEV_NOT_OPEN_ERR
No tape device currently open by the connection. 

NDMP_IO_ERR
Device I/O error. 

NDMP_EOM_ERR
End of tape was encountered while writing. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized. 

NDMP_WRITE_PROTECT_ERR
Tape is write protected. 

7.4.6
Read

This request reads the requested amount of data from the tape drive. The NDMP service always reads a complete record. If the specified number of bytes to read is not a multiple of the tape record size, then the NDMP service discards the bytes from the end of the record. The next read will return bytes starting from the beginning of the next record. To do contiguous reads, the number of bytes read must be a multiple of the tape record size. The client is responsible for ensuring that the data length is a multiple of the tape record size if the tape device is in fixed block size mode. 

Message XDR definition

/* NDMP_TAPE_READ */

struct ndmp_tape_read_request

{

    u_long              count;

};

struct ndmp_tape_read_reply

{

    ndmp_error          error;

    opaque              data_in<>;

};

Request Arguments 

count
Number of bytes to read. 

Reply Arguments 

error
Error code. 

data_in
The data read from the tape drive. 

Reply Errors 

NDMP_NO_ERR
Requested number of bytes successfully read from the tape device. 

NDMP_DEV_NOT_OPEN_ERR
No tape device currently open by the connection. 

NDMP_IO_ERR
Device I/O error during read. 

NDMP_EOF_ERR
End of file was encountered while reading. The number of returned  data bytes can be less than the number of bytes requested. 

NDMP_NOT_SUPPORTED_ERR
The request sequence is not supported for this implementation. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.4.7
Execute CDB

This message behaves in exactly the same way as the SCSI_EXECUTE_CDB request except that it sends the cdb to the tape device. This request should not be used to change the state of the tape device (such as tape positioning).

Message XDR definition

/* NDMP_TAPE_EXECUTE_CDB 
*/

typedef ndmp_scsi_execute_cdb_request ndmp_tape_execute_cdb_request;

typedef ndmp_scsi_execute_cdb_reply ndmp_tape_execute_cdb_reply;

7.5
DATA Interface

This interface controls backup and recover operations.

7.5.1
Get Data State

This request returns data state information that can be used to monitor the progress of the current data operation. 

Message XDR definition

/* NDMP_DATA_GET_STATE */

/* no request arguments */

enum ndmp_data_operation

{

    NDMP_DATA_OP_NOACTION,

    NDMP_DATA_OP_BACKUP,

    NDMP_DATA_OP_RESTORE

};

enum ndmp_data_state

{

   
NDMP_DATA_STATE_IDLE,

   
NDMP_DATA_STATE_ACTIVE,


NDMP_DATA_STATE_HALTED,



NDMP_DATA_STATE_LISTEN,



NDMP_DATA_STATE_CONNECTED

};

enum ndmp_data_halt_reason

{

   
NDMP_DATA_HALT_NA,

   
NDMP_DATA_HALT_SUCCESSFUL,

   
NDMP_DATA_HALT_ABORTED,


NDMP_DATA_HALT_INTERNAL_ERROR,


NDMP_DATA_HALT_CONNECT_ERROR,

};

/* ndmp_addr */

struct ndmp_tcp_addr

{

    u_long
ip_addr;

    u_short
port;

};

struct ndmp_fc_addr

{


u_long
loop_id;

};

struct ndmp_ipc_addr

{


opague
comm_data<>;

};

union ndmp_addr switch (ndmp_addr_type addr_type)

{

    case NDMP_ADDR_LOCAL:

        
void;

    case NDMP_ADDR_TCP:

        
ndmp_tcp_addr 
tcp_addr;


case NDMP_ADDR_FC:



ndmp_fc_addr
fc_addr;


case NDMP_ADDR_IPC:



ndmp_ipc_addr 
ipc_addr;

};

/* invalid flag */

const 
NDMP_DATA_STATE_EST_BYTES_REMAIN = 
0x00000001;

const 
NDMP_DATA_STATE_EST_TIME_REMAIN = 
0x00000002;

struct ndmp_data_get_state_reply

{


u_long
invalid;




    ndmp_error              error;

    ndmp_data_operation     operation;

    ndmp_data_state         state;

    ndmp_data_halt_reason   halt_reason;

    ndmp_u_quad             bytes_processed;

    ndmp_u_quad             est_bytes_remain;

    u_long                  est_time_remain;


ndmp_addr
data_connection_addr;

    ndmp_u_quad             read_offset;

    ndmp_u_quad             read_length;

};

Request Arguments 

This message does not have a message body. 

Reply Arguments 

invalid
The invalid flag is used to identify the unsupported argument in the message.

error 
Error code. 

operation
Data operation currently in progress. 

NDMP_DATA_OP_NOACTION
No data operation currently in progress. 

NDMP_DATA_OP_BACKUP
Backup operation currently in progress. 

NDMP_DATA_OP_RESTORE
Restore operation currently in progress. 

state
Current state of the NDMP service. 

NDMP_DATA_STATE_IDLE
No active data operation. 

NDMP_DATA_STATE_ACTIVE
Data operation in progress. 

NDMP_DATA_STATE_HALTED
Data operation completed. 

NDMP_DATA_STATE_LISTEN
Wait for the establishment of the connection.

NDMP_DATA_STATE_CONNECTED
Data connection is established.

halt_reason
Reason the data operation is halted. 

NDMP_DATA_HALT_NA
Data operation not in progress or not in the halt state. 

NDMP_DATA_HALT_SUCCESSFUL



Data operation completed successfully. 

NDMP_DATA_HALT_ABORTED



Data operation aborted by the DMA. 

NDMP_DATA_HALT_INTERNAL_ERROR



Data operation halted due to unrecoverable error incurred by the NDMP service data backup/recover software. 

NDMP_DATA_HALT_CONNECT_ERROR



Error establishing connection to tape service.

bytes_processed
Total number of bytes processed by the data operation. 

est_bytes_remain
Estimated number of bytes processed remaining to be processed by the  data operation. NDMP_DATA_STATE_EST_BYTES_REMAIN_INVALID is set if this feature is not supported. 

est_time_remain
Estimated number of seconds until the data operation to completes. NDMP_DATA_STATE_EST_TIME_REMAIN_INVALID is set if this feature is not supported. 

data_connection_addr
When the data service listens a data connection:


In the LISTEN state, data_connection_addr is the address to listen the data connection. While the state transition to CONNECTED or ACTIVE State, data_connection_addr is the address of client, which connects to this data service. In the IDLE state, the field is ignored.


When the data service connects to the other NDMP service:


In the ACTIVE state,  data_connection_addr is the address of service, which listens the data connection. In the IDLE state, the field is ignored.

read_offset
Offset value specified in last NDMP_NOTIFY_DATA_READ request.

read_len
Length value specified in last NDMP_NOTIFY_DATA_READ request.

Reply Errors 

NDMP_NO_ERR 
Data state successfully returned. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.5.2
Listen

The data service could begin listening a data connection from the local or remote NDMP service. The NDMP_DATA_LISTEN message returns an address that is used to make the data connection. 

Message XDR definition

/* NDMP_DATA_LISTEN */

struct ndmp_tcp_addr

{

    u_long
ip_addr;

    u_short
port;

};

struct ndmp_fc_addr

{


u_long
loop_id;

};

struct ndmp_ipc_addr

{


opague
comm_data<>;

};

union ndmp_addr switch (ndmp_addr_type addr_type)

{

    case NDMP_ADDR_LOCAL:

        
void;

    case NDMP_ADDR_TCP:

        
ndmp_tcp_addr 
tcp_addr;


case NDMP_ADDR_FC:



ndmp_fc_addr
fc_addr;


case NDMP_ADDR_IPC:



ndmp_ipc_addr 
ipc_addr;

};

struct ndmp_data_listen_request

{

 
ndmp_addr_type    addr_type;

ndmp_addr         data_connection_addr;

};

struct ndmp_data_listen_reply

{

    ndmp_error        error;

    ndmp_addr         connect_addr;

};

Request Arguments 

addr_type 
The specific type of the data connection.

data_connection_addr
The DMA can provide an ip address to be used by  the NDMP data connection that differs from the value that would be chosen by the NDMP server default. This allows a 3-way (remote) backup/restore to run on a network that is inaccessible by the DMA.

Reply Arguments 

error 
Error code. 

connect_addr
Address on which the data service is listening for a connection. 

Reply Errors 

NDMP_NO_ERR 
Listen successful. 

NDMP_ILLEGAL_STATE_ERR
The data service not currently in idle state. 

NDMP_ILLEGAL_ARGS_ERR
Invalid mode or address type specified. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ NOT_AUTHORIZED _ERR
Connection not authorized. 

7.5.3
Connect

The data service could connect to a specific address specified by the local or remote NDMP service.  If failed to connect to the specific address, an NDMP_CONNECT_ERR is returned to the DMA application.

Message XDR definition

/* NDMP_DATA_CONNECT */

struct ndmp_data_connect_request

{


ndmp_addr

addr;

};

struct ndmp_data_connect_reply

{

    ndmp_error

error;

};

Request Arguments 

addr
The address where the service is listening a data connection.

Reply Arguments 

error 
Error code. 

Reply Errors 

NDMP_NO_ERR 
Listen successful. 

NDMP_ILLEGAL_STATE_ERR
The data service not currently in idle state. 

NDMP_ILLEGAL_ARGS_ERR
Invalid mode or address type specified. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ NOT_AUTHORIZED _ERR
Connection not authorized. 

NDMP_CONNECT_ERR
Failed to establish the data connection.

7.5.4
Backup

This request begins a backup. The bu_type is the name of the backup type. The type of backup is implementation dependent. The env is a list of parameters that might affect the behavior of the backup. The env returned by the DATA_GET_ENV will be saved and made available to the retrieval process. 

Message XDR definition

/* NDMP_DATA_START_BACKUP */

struct ndmp_data_start_backup_request

{

 
string              bu_type<>;     

    ndmp_pval           env<>; 

};

struct ndmp_data_start_backup_reply

{

    ndmp_error          error;

};

Request Arguments 

bu_type
The name of the backup type. Backup types are NDMP-service implementation dependent. 

env
List of parameter names and values for configuring the backup type. Backup type parameters are NDMP service implementation dependent. 

Reply Arguments 

error
Error code. 

Reply Errors 

NDMP_NO_ERR
Backup operation successfully started. 

NDMP_ILLEGAL_STATE_ERR
A data operation is already in progress. Only one data operation per connection can execute at a time. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ILLEGAL_ARGS_ERR
Invalid backup type, invalid backup type parameter, or invalid backup type parameter value specified. 

NDMP_ NOT_AUTHORIZED _ERR
Connection not authorized. 

7.5.5
Recover

This request recovers the files specified in nlist from the backup. The env is the list of parameters and values saved at the end of the backup. The bu_type is the name of the backup type.

Message XDR definition

/* NDMP_DATA_START_RECOVER */

struct ndmp_name

{

    string              original_path<>;

    string              destination_dir<>;


string
new_name <>;


string
other_name <>;


ndmp_u_quad
node;

    ndmp_u_quad         fh_info;

};

struct ndmp_data_start_recover_request

{

    ndmp_pval           env<>;

    ndmp_name           nlist<>;

    string              bu_type<>;

};

struct ndmp_data_start_recover_reply

{

    ndmp_error          error;

};

Request Arguments 

env
The backup environment that was returned from a data get environment request made prior to notifying the NDMP service that the backup was complete through a data stop message. 

nlist
List of files to be recovered and the location to which each file is to be recovered. Definition of list entry: 

original_path
Path of a file/directory to be recovered. The original_path is the original backup path name and is relative to the backup root directory. If the original_path is not specified, the entire backup image will be restored.

destination_dir
Destination directory to be used when recovering the file. If destination_dir is not specified, the files will be restored to the original directory.

new_name
This argument is used for the direct access retrieval only. If new_name is specified, the restored file is renamed to new_name in the destination_dir directory. 

other_name
This argument is used for the direct access retrieval only and supported by some file systems, that support multiple file names for a single file. For example, NT File Systems support both NT file names and dos file names.

node
This argument is used for the direct access retrieval only. node is used to verify the retrieval if the backup method supports inode type of backup, e.g. dump. The argument is set to 0 if not supported.

fh_info
File history tape positioning data recorded when the file was backed up. This data may be used by the restore method to position tape for direct access data retrieval. The positioning data is NDMP-service dependent. Typically it will be the byte or record offset from the beginning of the tape of the file to be recovered. This field is ignored by data method  implementations that do not support this feature. 

bu_type
Name of the recover method. Recover methods are NDMP service implementation dependent. 

Reply Arguments 

error
Error code. 

Reply Errors 

NDMP_NO_ERR
Recover operation successfully started. 

NDMP_ILLEGAL_STATE_ERR
A data operation is already in progress. Only one data operation per connection is allowed to execute at a time. 

NDMP_ILLEGAL_ARGS_ERR
Invalid recover method, invalid recover method parameter, invalid recover method parameter value, or invalid name list entry specified. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ NOT_AUTHORIZED _ERR
Connection not authorized. 

7.5.6
Recover File History

This request recovers the file history from the backup. This is used when the original file history information from the backup (NDMP_DATA_START_BACKUP, NDMP_FH_ADD_FILE, NDMP_FH_ADD_DIR, NDMP_FH_ADD_NODE) needs to be recovered from the backup media itself.

The env is the list of parameters and values saved at the end of the original backup.

During the file history recovery, no files are actually restored to disk. NDMP_FH_ADD_xxx requests are issued by the DATA server to the DMA.

The order of the NDMP_FH_ADD_xxx entries is implementation dependent and the DMA should not expect the order to be the same as the original backup.

The DMA should check the NDMP_BUTYPE_RECOVER_ FILEHIST bit in the backup attributes bit mask in the NDMP_CONFIG_GET_BUTYPE_INFO message reply to see if the NDMP server supports this function.

Message XDR definition

/* NDMP_DATA_START_RECOVER_FILEHIST */

struct ndmp_data_start_recover_filehist_request

{

    ndmp_pval    env<>;

    string       bu_type<>;

};

struct ndmp_data_start_recover_filehist_reply

{

    ndmp_error    error;

};

Request Arguments 

env
The backup environment that was returned from a data get environment request made prior to notifying the NDMP server that the backup was complete through a data stop message. 

bu_type
Name of the recover method. Recover methods are NDMP server implementation dependent. 

Reply Arguments 

error
Error code. 

Reply Errors 

NDMP_NO_ERR
Recover operation successfully started.

NDMP_ILLEGAL_STATE_ERR
A data operation is already in progress. Only one data operation per connection is allowed to execute at a time. 

NDMP_ILLEGAL_ARGS_ERR
Invalid recover method, invalid recover method parameter or invalid recover method parameter value specified. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ NOT_AUTHORIZED _ERR
Connection not authorized. 

7.5.7
Abort

This request sends a message to abort the current backup or restore operation. The operation should be terminated as soon as possible.

Message XDR definition

/* NDMP_DATA_ABORT */

/* no request arguments */

struct ndmp_data_abort_reply

{

    ndmp_error          error;

};

Request Arguments 

This message does not have a request body. 

Reply Arguments 

error
Error code. 

Reply Errors 

NDMP_NO_ERR
Data operation successfully terminated. 

NDMP_ILLEGAL_STATE_ERR
No data operation in progress. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.5.8
Stop

This request sends a message to inform the NDMP service that the current backup is complete. The NDMP service will change to the idle state and be ready to process another request. The environment variable defined from the previous backup will be cleared as well.

Message XDR definition

/* NDMP_DATA_STOP */

/* no request arguments */

struct ndmp_data_stop_reply

{

    ndmp_error          error;

};

Request Arguments 

This message does not have a message body. 

Reply Arguments 

error
Error code. 

Reply Errors 

NDMP_NO_ERR
Message successfully processed. 

NDMP_ILLEGAL_STATE_ERR
The request cannot be run in the current state. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.5.9
Get Env

This request gets the backup environment.  Returns the environment included in the NDMP_DATA_START_BACKUP request along with any additional parameters added or modified by the backup method.  The returned environment should be saved and passed in the NDMP_DATA_START_RECOVER request whenever data from the backup is to be recovered. 

Message XDR definition

/* NDMP_DATA_GET_ENV */

/* no request arguments */

struct ndmp_data_get_env_reply

{

    ndmp_error          error;

    ndmp_pval           env<>;

};

Request Arguments 

This message does not have a message body. 

Reply Arguments 

error
Error code. 

env
The backup method environment parameters and values. 

Reply Errors 

NDMP_NO_ERR
Environment successfully returned. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ILLEGAL_STATE_ERR
Illegal state. A data operation is not currently in progress. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.6
MOVER Interface

During a backup, the tape service accepts data from the data connection and writes the data to tape using fixed size records. During restores, the tape service accepts requests to read portions of the data from tape. If the requested data is not a multiple of the record size, the tape service will do a full record read and only return the requested amount of data. If the tape service encounters end-of-file (EOF), media error, or reaches the end-of-the-data window while reading, it pauses and notifies the DMA. 

7.6.1
Get Mover State

This request returns the state of the tape service. 

Message XDR definition

/* NDMP_MOVER_GET_STATE */

enum ndmp_mover_state

{

    NDMP_MOVER_STATE_IDLE,

    NDMP_MOVER_STATE_LISTEN,

    NDMP_MOVER_STATE_ACTIVE,

    NDMP_MOVER_STATE_PAUSED,

    NDMP_MOVER_STATE_HALTED

};

enum ndmp_mover_pause_reason

{

    NDMP_MOVER_PAUSE_NA,

    NDMP_MOVER_PAUSE_EOM,

    NDMP_MOVER_PAUSE_EOF,

    NDMP_MOVER_PAUSE_SEEK,

    NDMP_MOVER_PAUSE_MEDIA_ERROR,

    NDMP_MOVER_PAUSED_EOW

};

enum ndmp_mover_halt_reason

{

    NDMP_MOVER_HALT_NA,

    NDMP_MOVER_HALT_CONNECT_CLOSED,

    NDMP_MOVER_HALT_ABORTED,

    NDMP_MOVER_HALT_INTERNAL_ERROR,

    NDMP_MOVER_HALT_CONNECT_ERROR

};

/* no request arguments */

struct ndmp_mover_get_state_reply

{

    ndmp_error              error;

    ndmp_mover_state        state;

    ndmp_mover_pause_reason pause_reason;

    ndmp_mover_halt_reason  halt_reason;

    u_long                  record_size;

    u_long                  record_num;

    ndmp_u_quad             data_written;

    ndmp_u_quad             seek_position;

    ndmp_u_quad             bytes_left_to_read;

    ndmp_u_quad             window_offset;

    ndmp_u_quad             window_length;


ndm_addr
data_connection_addr;

};

Add “data_read”, in from the connection. 

Request Arguments 

This message does not have a message body. 

Reply Arguments 

error 
Error code. 

state
Current state of the NDMP service. 

NDMP_MOVER_STATE_IDLE
No active data operation. 

NDMP_MOVER_STATE_LISTEN
Waiting connection for backup or restore. 

NDMP_MOVER_STATE_ACTIVE
Data operation in progress. 

NDMP_MOVER_STATE_PAUSED
Operation paused awaiting operator attention. 

NDMP_MOVER_STATE_HALTED
Operation completed. 

pause_reason
Reason the operation is paused. 

NDMP_MOVER_PAUSE_NA
Operation not in progress or not in the pause state. 

NDMP_MOVER_PAUSE_EOM
Operation encountered end of media. DMA attention required. 

NDMP_MOVER_PAUSE_EOF
Operation encountered end of file. DMA attention required. 

NDMP_MOVER_PAUSE_SEEK
Data operation requested a seek that requires DMA intervention. 

NDMP_MOVER_PAUSE_MEDIA_ERROR
Error while reading/writing tape.

NDMP_MOVER_PAUSE_EOW
Operation encountered end of mover window. DMA attention required.

halt_reason
Reason the operation is halted. 

NDMP_MOVER_HALT_NA
Operation not in progress or not in the halt state. 

NDMP_MOVER_HALT_CONNECTION_CLOSED
     Connection to data service close detected. 

NDMP_MOVER_HALT_ABORTED
Operation aborted by the DMA. 

NDMP_MOVER_HALT_INTERNAL_ERROR
Operation halted due to unrecoverable error incurred by the tape service. 

NDMP_MOVER_HALT_CONNECT_ERROR
Error establishing connection to data service. 

record_size
Size of tape data record.

record_num
Current tape record number.

data_written
Total number of bytes written to tape.

seek_position
Offset value from last NDMP_MOVER_READ message.

bytes_left_to_read
Number of bytes remaining to be read to satisfy the last NDMP_MOVER_READ request.

window_offset
Offset value from last NDMP_MOVER_SET_WINDOW request.

window_length
Length value from last NDMP_MOVER_SET_WINDOW request.

data_connection_addr
When the tape service listens a data connection:


In the LISTEN state, data_connection_addr is the address to listen the data connection. While the state transition to CONNECTED or ACTIVE State, data_connection_addr is the address of client, which connects to this data service. In the IDLE state, the field is ignored.


When the tape service connects to the other NDMP service:


In the ACTIVE state,  data_connection_addr is the address of service, which listens the data connection. In the IDLE state, the field is ignored.

Reply Errors 

NDMP_NO_ERR 
Data state successfully returned. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ NOT_AUTHORIZED _ERR
Connection not authorized. 

7.6.2
Listen

The tape service could begin listening for a data connection from a data service or the other tape service. The tape service returns an address that may be used by the other service to make a connection. One service should provide the address and listen for the data connection. The other service will connect to that specified address.

Message XDR definition

/* NDMP_MOVER_LISTEN */

struct ndmp_mover_listen_request

{

    ndmp_mode         mode;

    ndmp_addr_type    addr_type;

    ndmp_addr         data_connection_addr;

};

struct ndmp_mover_listen_reply

{

    ndmp_error        error;

    ndmp_addr         connect_addr;

};

Request Arguments 

mode
One of the following:

NDMP_MOVER_MODE_READ
The tape service should read data from the data connection and write the data to tape. This mode is used for backup operations.

NDMP_MOVER_MODE_WRITE
The tape service should read data from tape and write the data to the data connection. This mode is used for restore operations.

addr_type 
The specific type of the connection.

data_connection_addr
The DMA can provide an ip address to be used by  the NDMP data connection that differs from the value that would be chosen by the NDMP server default. This allows a 3-way (remote) backup/restore to run on a network that is inaccessible by the DMA.

Reply Arguments 

error 
Error code. 

connect_addr
Address on which the tape service is listening for a connection. If the address type is TCP, then the returned address contains the IP address and port number that the tape service is listening on.

Reply Errors 

NDMP_NO_ERR 
Listen successful. 

NDMP_ILLEGAL_STATE_ERR
The tape service not currently in idle state. 

NDMP_ILLEGAL_ARGS_ERR
Invalid mode or address type specified. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ NOT_AUTHORIZED _ERR
Connection not authorized. 

NDMP_DEV_NOT_OPEN_ERR
No device currently open.

7.6.3
Connect

The tape service could connect to a specific address to a data service or the other tape service.  If failed to connect to the specific address, an NDMP_CONNECT_ERR is returned to the DMA application. 

Message XDR definition

/* NDMP_MOVER_CONNECT */

struct ndmp_mover_connect_request

{

    ndmp_mode   
mode;

    ndmp_addr

 
addr;

};

struct ndmp_mover_connect_reply

{

    ndmp_error             error;

};

Request Arguments 

mode
The direction of the data flow.

addr
The address where the data service is listening for a data connection.

Reply Arguments 

error 
Error code. 

Reply Errors 

NDMP_NO_ERR 
Listen successful. 

NDMP_ILLEGAL_STATE_ERR
The tape service not currently in idle state. 

NDMP_ILLEGAL_ARGS_ERR
Invalid mode or address type specified. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ NOT_AUTHORIZED _ERR
Connection not authorized. 

NDMP_CONNECT_ERR
Failed to establish the data connection.

7.6.4
Set Record Size


This request sets the record size used by the tape service for all tape reads and writes. When writing to tape, the tape service will buffer data until a full record has been buffered before writing the record to tape. The client is responsible for setting the record size to a multiple of the tape block size if the tape device being used is a fixed block size device.

Message XDR definition

/* NDMP_MOVER_SET_RECORD_SIZE */

struct ndmp_mover_set_record_size_request

{

    u_long                  len;

};

struct ndmp_mover_set_record_size_reply

{

    ndmp_error              error;

};

Request Arguments 

len
Record size in bytes. 

Reply Arguments 

error
Error code. 

Reply Errors 

NDMP_NO_ERR
Record size successfully set. 

NDMP_ILLEGAL_ARGS_ERR
Invalid record size specified.  The maximum record size is implementation dependent

NDMP_ILLEGAL_STATE_ERR
Illegal state. The record size may only be set when in the idle state. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ NOT_AUTHORIZED _ERR
Connection not authorized. 

7.6.5
Set Window

This request defines the valid data window. This message is used at both backup and retrieval time. During the backup, the backup client can send this message to limit the number of bytes of data will be written to each tape file. This message is optional. If it is not specified, the NDMP service will keep write the data until the data connection is closed or reach the end of the tape. The offset field is ignored at the backup time.

For the retrieval, the backup client sends this message to indicate the current tape file offset to the beginning of the entire backup image and the length of the current tape file. This message is used for direct access retrieval only. The window begins at the first record of the current tape file and extends for the specified number of bytes.  After reading all data specified by the window, the tape service will notify the DMA that a tape change/seek is required.  

Message XDR definition

/* NDMP_MOVER_SET_WINDOW */

struct ndmp_mover_set_window_request

{

    ndmp_u_quad             offset;

    ndmp_u_quad             length;

};

struct ndmp_mover_set_window_reply

{

    ndmp_error              error;

};

Request Arguments 

offset
The data stream byte offset of the first byte in the window. This field is ignored if  the tape service is writing the data to the backup device.

length
Number of bytes in the window during the direct access retrieval. The maximum number of bytes of data could be written to each tape file if the tape service is writing the data to the backup device.

Reply Arguments 

error
Error code. 

Reply Errors

NDMP_NO_ERR
Window successfully set. 

NDMP_ILLEGAL_ARGS_ERR
Invalid window specified. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ILLEGAL_STATE_ERR
Illegal state. A window can be set only when in the listen or paused state. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.6.6
Continue

This request notifies the tape service to continue reading/writing tape data. This request is sent after the DMA has completed a tape change or tape positioning. 

Message XDR definition

/* NDMP_MOVER_CONTINUE */

/* no request arguments */

struct ndmp_mover_continue_reply

{

    ndmp_error              error;

};

Request Arguments 

This message does not have a message body. 

Reply Arguments 

error
Error code. 

Reply Errors

NDMP_NO_ERR
Tape service successfully continued. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ILLEGAL_STATE_ERR
Illegal state. Tape service not currently in the paused state. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.6.7
Abort

This request aborts the tape service. The tape service stops reading or writing data from/to tape and closes the data connection.

Message XDR definition

/* NDMP_MOVER_ABORT */

/* no request arguments */

struct ndmp_mover_abort_reply

{

        ndmp_error          error;

};

Request Arguments 

This message does not have a message body. 

Reply Arguments 

error
Error code. 

Reply Errors

NDMP_NO_ERR
Tape service successfully aborted. 

NDMP_ILLEGAL_STATE_ERR
Illegal state. Tape service not currently in the listen, active, or paused state. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.6.8
Stop

This request frees any resources associated with the tape service and returns the tape service to the idle state.

Message XDR definition

/* NDMP_MOVER_STOP */

/* no request arguments */

struct ndmp_mover_stop_reply

{

        ndmp_error          error;

};

Request Arguments 

This message does not have a message body. 

Reply Arguments 

error
Error code. 

Reply Errors

NDMP_NO_ERR
Tape service successfully stopped. 

NDMP_ILLEGAL_STATE_ERR
Illegal state. Tape service not currently in the halted state. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.6.9
Read

This request notifies the tape service to begin reading backup data from the tape drive and write the data to the data connection.  The tape service will continue to write data to the data connection until the requested number of bytes have been read from tape and written to the data connection.  If EOF or the end-of-the-data window is encountered, the tape service will notify the DMA and then enter the paused state.  While fulfilling this request, the tape service should continue to accept messages from the DMA. It is invalid to issue another read request while the current request is in progress.

Message XDR definition

/* NDMP_MOVER_READ */

struct ndmp_mover_read_request

{

    ndmp_u_quad             offset;

    ndmp_u_quad             length;

};

struct ndmp_mover_read_reply

{

        ndmp_error          error;

};

Request Arguments 

offset
Offset within the data stream of the first byte to be sent to the data connection. The tape service should seek the tape to the record containing the requested offset and then read and discard data until the offset has been reached. If the offset is outside of the currently set data window, the tape service should notify the DMA that a seek is required. 

length
Number of data bytes to be read and send to the data connection.

Reply Arguments 

error
Error code. 

Reply Errors

NDMP_NO_ERR
Read successfully started. 

NDMP_ILLEGAL_STATE_ERR
Illegal state. Tape service not currently in the paused state. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.6.10
Close

This request notifies the tape service to close the data connection. The DMA will send this request after a backup operation has completed or after all data for a restore operation has been read.

Message XDR definition

/* NDMP_MOVER_CLOSE */

/* no request arguments */

struct ndmp_mover_close_reply

{

        ndmp_error          error;

};

Request Arguments 

This message does not have a message body. 

Reply Arguments 

error
Error code. 

Reply Errors

NDMP_NO_ERR
Data connection successfully closed. 

NDMP_ILLEGAL_STATE_ERR
Illegal state. Data connection not open. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.7
TRANSLATE Interface

During a forward operation the translate service accepts one or more data streams from one or more data or translate services, perform it’s translation operation(s) such as multiplexing, encryption, de-multiplexing etc., and writes one or more data streams out to the following translate or tape services. During a reverse operation the translate service accepts as input data streams from data or translate services, “un-translates” these streams into on or more streams that is written to one or more data or translate services. As part of the translate operation the service may introduce a stream format which is specific to the translation algorithm, and which allows the service to perform the reverse translation operation later.

Notice that the translator service is a pure data stream based service. It has no knowledge about data source formats, i.e. file systems vs. block volumes, nor does it know any output device or format such as tape or CD devices or streaming formats. Yet, a specific translation function may be used only when backing up or restoring data from a block volume.

The internal data processing function of the translate service is unknown to the NDMP protocol and the specific interfaces that are defined, including this interfaces. This interface therefore allows the DMA to perform only the highest level operations such as “continue”, “halt”, “abort”, etc., and to set up and manage the connections to the neighbor services in the session. Beyond the standard high level commands, the internal processing of a translate service is controlled by the client being able to set and get the application specific translate state, both as a full set of service parameters, and one parameter at a time. Therefore there must exist a separate protocol between the DMA and the internals of the translate service, the NDMP protocol merely acts as the transport protocol for this application specific flow of information.

When the translate service encounters a situation where it can not proceed, it will notify the client using the standard notify mechanism. However, since the reason for the notify signal is application specific, the only delimiter that can be communicated to the client as part of the notify are generic codes such as “abort”, “halt”, “paused”, etc.

The recommendation would be to use a protocol and syntax similar to LDAP or HTTP for this protocol. This protocol is not performance sensitive, and a clear text implementation would ease debug of problems. Indeed, the command and response flow between client and translate services could be embedded directly in the session database.

7.7.1
Get Translate State

This request returns the state of the translate service. Notice that this is the NDMP translate state and not the translate application specific state.

Message XDR definition

/* NDMP_TRANSLATE_GET_STATE */

enum ndmp_translate_state

{

    NDMP_TRANSLATE_STATE_IDLE,

    NDMP_TRANSLATE_STATE_LISTEN,

    NDMP_TRANSLATE_STATE_ACTIVE,

    NDMP_TRANSLATE_STATE_PAUSED,

    NDMP_TRANSLATE_STATE_HALTED

};

enum ndmp_translate_pause_reason

{

    NDMP_TRANSLATE_PAUSE_NA,

    NDMP_TRANSLATE_PAUSE_EOF,

};

enum ndmp_TRANSLATE_halt_reason

{

    NDMP_TRANSLATE_HALT_NA,

    NDMP_TRANSLATE_HALT_CONNECT_CLOSED,

    NDMP_TRANSLATE_HALT_ABORTED,

    NDMP_TRANSLATE_HALT_INTERNAL_ERROR,

    NDMP_TRANSLATE_HALT_CONNECT_ERROR

};

/* no request arguments */

struct ndmp_TRANSLATE_get_state_reply

{

    ndmp_error              error;

    ndmp_TRANSLATE_state        state;

    ndmp_TRANSLATE_pause_reason pause_reason;

    ndmp_TRANSLATE_halt_reason  halt_reason;

    u_long                  record_size;

    u_long                  record_num;

    ndmp_u_quad             data_written;

    ndmp_u_quad             seek_position;

    ndmp_u_quad             bytes_left_to_read;

    ndmp_u_quad             window_offset;

    ndmp_u_quad             window_length;


ndm_addr
data_connection_addr;

};

Add “data_read”, in from the connection. 

Request Arguments 

This message does not have a message body. 

Reply Arguments 

error 
Error code. 

state
Current state of the NDMP service. 

NDMP_TRANSLATE_STATE_IDLE
No active data operation. 

NDMP_TRANSLATE_STATE_LISTEN
Waiting for connection. 

NDMP_TRANSLATE_STATE_ACTIVE
Translate operation in progress. 

NDMP_TRANSLATE_STATE_PAUSED
Operation paused awaiting operator attention. 

NDMP_TRANSLATE_STATE_HALTED
Operation completed. 

pause_reason
Reason the operation is paused. 

NDMP_TRANSLATE_PAUSE_NA
Operation not in progress or not in the pause state. 

NDMP_TRANSLATE_PAUSE_EOF
Operation encountered end of file. DMA attention required. 

NDMP_TRANSLATE_PAUSE_SEEK
Data operation requested a seek that requires DMA intervention. 

NDMP_TRANSLATE_PAUSE_EOW
Operation encountered end of TRANSLATE window. DMA attention required.

halt_reason
Reason the operation is halted. 

NDMP_TRANSLATE_HALT_NA
Operation not in progress or not in the halt state. 

NDMP_TRANSLATE_HALT_CONNECTION_CLOSED
     Connection to data service close detected. 

NDMP_TRANSLATE_HALT_ABORTED
Operation aborted by the DMA. 

NDMP_TRANSLATE_HALT_INTERNAL_ERROR
Operation halted due to unrecoverable error incurred by the translate service. 

NDMP_TRANSLATE_HALT_CONNECT_ERROR
Error establishing connection to data service. 

record_size
Size of tape data record.

record_num
Current tape record number.

data_written
Total number of bytes written to tape.

seek_position
Offset value from last NDMP_TRANSLATE_READ message.

bytes_left_to_read
Number of bytes remaining to be read to satisfy the last NDMP_TRANSLATE_READ request.

window_offset
Offset value from last NDMP_TRANSLATE_SET_WINDOW request.

window_length
Length value from last NDMP_TRANSLATE_SET_WINDOW request.

data_connection_addr
When the translate service listens a data connection:


In the LISTEN state, data_connection_addr is the address to listen the data connection. While the state transition to CONNECTED or ACTIVE State, data_connection_addr is the address of client, which connects to this data service. In the IDLE state, the field is ignored.


When the translate service connects to the other NDMP service:


In the ACTIVE state,  data_connection_addr is the address of service, which listens the data connection. In the IDLE state, the field is ignored.

Reply Errors 

NDMP_NO_ERR 
Data state successfully returned. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ NOT_AUTHORIZED _ERR
Connection not authorized. 

7.7.2
Listen

The translate service could begin listening for a connection from another service service. The translate service returns an address that may be used by the other service to make a connection. One service should provide the address and listen for the data connection. The other service will connect to that specified address.

Message XDR definition

/* NDMP_TRANSLATE_LISTEN */

struct ndmp_TRANSLATE_listen_request

{

    ndmp_mode         mode;

    ndmp_addr_type    addr_type;

};

struct ndmp_TRANSLATE_listen_reply

{

    ndmp_error        error;

    ndmp_addr         connect_addr;

};

Request Arguments 

mode
One of the following:

NDMP_TRANSLATE_MODE_READ
The translate service should read data from the data connection and write the data to tape. This mode is used for backup operations.

NDMP_TRANSLATE_MODE_WRITE
The translate service should read data from tape and write the data to the data connection. This mode is used for restore operations.

addr_type 
The specific type of the connection.

Reply Arguments 

error 
Error code. 

connect_addr
Address on which the translate service is listening for a connection. If the address type is TCP, then the returned address contains the IP address and port number that the translate service is listening on.

Reply Errors 

NDMP_NO_ERR 
Listen successful. 

NDMP_ILLEGAL_STATE_ERR
The translate service not currently in idle state. 

NDMP_ILLEGAL_ARGS_ERR
Invalid mode or address type specified. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ NOT_AUTHORIZED _ERR
Connection not authorized. 

NDMP_DEV_NOT_OPEN_ERR
No device currently open.

7.7.3
Connect

The translate service could connect to a specific address to a data service or the other translate service.  If failed to connect to the specific address, an NDMP_CONNECT_ERR is returned to the DMA application. 

Message XDR definition

/* NDMP_TRANSLATE_CONNECT */

struct ndmp_TRANSLATE_connect_request

{

    ndmp_mode   
mode;

    ndmp_addr

 
addr;

};

struct ndmp_TRANSLATE_connect_reply

{

    ndmp_error             error;

};

Request Arguments 

mode
The direction of the data flow.

addr
The address where the data service is listening for a data connection.

Reply Arguments 

error 
Error code. 

Reply Errors 

NDMP_NO_ERR 
Listen successful. 

NDMP_ILLEGAL_STATE_ERR
The translate service not currently in idle state. 

NDMP_ILLEGAL_ARGS_ERR
Invalid mode or address type specified. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ NOT_AUTHORIZED _ERR
Connection not authorized. 

NDMP_CONNECT_ERR
Failed to establish the data connection.

7.7.4
Set Record Size


This request sets the record size used by the translate service for all tape reads and writes. When writing to tape, the translate service will buffer data until a full record has been buffered before writing the record to tape. The client is responsible for setting the record size to a multiple of the tape block size if the tape device being used is a fixed block size device.

Message XDR definition

/* NDMP_TRANSLATE_SET_RECORD_SIZE */

struct ndmp_TRANSLATE_set_record_size_request

{

    u_long                  len;

};

struct ndmp_TRANSLATE_set_record_size_reply

{

    ndmp_error              error;

};

Request Arguments 

len
Record size in bytes. 

Reply Arguments 

error
Error code. 

Reply Errors 

NDMP_NO_ERR
Record size successfully set. 

NDMP_ILLEGAL_ARGS_ERR
Invalid record size specified.  The maximum record size is implementation dependent

NDMP_ILLEGAL_STATE_ERR
Illegal state. The record size may only be set when in the idle state. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ NOT_AUTHORIZED _ERR
Connection not authorized. 

7.7.5
Set Window

This request defines the valid data window. This message is used at both backup and retrieval time. During the backup, the backup client can send this message to limit the number of bytes of data will be written to each tape file. This message is optional. If it is not specified, the NDMP service will keep write the data until the data connection is closed or reach the end of the tape. The offset field is ignored at the backup time.

For the retrieval, the backup client sends this message to indicate the current tape file offset to the beginning of the entire backup image and the length of the current tape file. This message is used for direct access retrieval only. The window begins at the first record of the current tape file and extends for the specified number of bytes.  After reading all data specified by the window, the translate service will notify the DMA that a tape change/seek is required.  

Message XDR definition

/* NDMP_TRANSLATE_SET_WINDOW */

struct ndmp_TRANSLATE_set_window_request

{

    ndmp_u_quad             offset;

    ndmp_u_quad             length;

};

struct ndmp_TRANSLATE_set_window_reply

{

    ndmp_error              error;

};

Request Arguments 

offset
The data stream byte offset of the first byte in the window. This field is ignored if  the translate service is writing the data to the backup device.

length
Number of bytes in the window during the direct access retrieval. The maximum number of bytes of data could be written to each tape file if the translate service is writing the data to the backup device.

Reply Arguments 

error
Error code. 

Reply Errors

NDMP_NO_ERR
Window successfully set. 

NDMP_ILLEGAL_ARGS_ERR
Invalid window specified. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ILLEGAL_STATE_ERR
Illegal state. A window can be set only when in the listen or paused state. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.7.6
Continue

This request notifies the translate service to continue reading/writing tape data. This request is sent after the DMA has completed a tape change or tape positioning. 

Message XDR definition

/* NDMP_TRANSLATE_CONTINUE */

/* no request arguments */

struct ndmp_TRANSLATE_continue_reply

{

    ndmp_error              error;

};

Request Arguments 

This message does not have a message body. 

Reply Arguments 

error
Error code. 

Reply Errors

NDMP_NO_ERR
Translate service successfully continued. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

NDMP_ILLEGAL_STATE_ERR
Illegal state. Translate service not currently in the paused state. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.7.7
Abort

This request aborts the translate service. The translate service stops reading or writing data from/to tape and closes the data connection.

Message XDR definition

/* NDMP_TRANSLATE_ABORT */

/* no request arguments */

struct ndmp_TRANSLATE_abort_reply

{

        ndmp_error          error;

};

Request Arguments 

This message does not have a message body. 

Reply Arguments 

error
Error code. 

Reply Errors

NDMP_NO_ERR
Translate service successfully aborted. 

NDMP_ILLEGAL_STATE_ERR
Illegal state. Translate service not currently in the listen, active, or paused state. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.7.8
Stop

This request frees any resources associated with the translate service and returns the translate service to the idle state.

Message XDR definition

/* NDMP_TRANSLATE_STOP */

/* no request arguments */

struct ndmp_TRANSLATE_stop_reply

{

        ndmp_error          error;

};

Request Arguments 

This message does not have a message body. 

Reply Arguments 

error
Error code. 

Reply Errors

NDMP_NO_ERR
Translate service successfully stopped. 

NDMP_ILLEGAL_STATE_ERR
Illegal state. Translate service not currently in the halted state. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.7.9
Read

This request notifies the translate service to begin reading backup data from the tape drive and write the data to the data connection.  The translate service will continue to write data to the data connection until the requested number of bytes have been read from tape and written to the data connection.  If EOF or the end-of-the-data window is encountered, the translate service will notify the DMA and then enter the paused state.  While fulfilling this request, the translate service should continue to accept messages from the DMA. It is invalid to issue another read request while the current request is in progress.

Message XDR definition

/* NDMP_TRANSLATE_READ */

struct ndmp_TRANSLATE_read_request

{

    ndmp_u_quad             offset;

    ndmp_u_quad             length;

};

struct ndmp_TRANSLATE_read_reply

{

        ndmp_error          error;

};

Request Arguments 

offset
Offset within the data stream of the first byte to be sent to the data connection. The translate service should seek the tape to the record containing the requested offset and then read and discard data until the offset has been reached. If the offset is outside of the currently set data window, the translate service should notify the DMA that a seek is required. 

length
Number of data bytes to be read and send to the data connection.

Reply Arguments 

error
Error code. 

Reply Errors

NDMP_NO_ERR
Read successfully started. 

NDMP_ILLEGAL_STATE_ERR
Illegal state. Translate service not currently in the paused state. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

7.7.10
Close

This request notifies the translate service to close the data connection. The DMA will send this request after a backup operation has completed or after all data for a restore operation has been read.

Message XDR definition

/* NDMP_TRANSLATE_CLOSE */

/* no request arguments */

struct ndmp_TRANSLATE_close_reply

{

        ndmp_error          error;

};

Request Arguments 

This message does not have a message body. 

Reply Arguments 

error
Error code. 

Reply Errors

NDMP_NO_ERR
Data connection successfully closed. 

NDMP_ILLEGAL_STATE_ERR
Illegal state. Data connection not open. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

Translate (X) service i/f:

Xlate_start(type, env, dir):

Cid <- Xlate_listen(mode, addrtype, opaque):

Xlate_Drop(cid):

Cid <- Xlate_connect(addr, mode, env):

Xlate_get_state: Everything for the X, T or D objects.

Xlate_Pause:

Xlate_Continue:

Xlate_Close:

Xlate_Abort:

Xlate_Stop:

Xlate_Get_Env:

Xlate_Read(CID,Off,Len)

Notify_Xlate_Paused:

Notify_Xlate_

CID,

State,

Mode,

Addr,

Count,

7.8
ADMIN Interface

This interface is used by a privileged DMA. One that is allowed to monitor other sessions and is able to abort and stop operations on behalf of other sessions. These privileges must be requested during client authentication. A DMA with these privileges is only able to call the following NDMP messages:

NDMP_CONNECT_CLOSE

NDMP_CONFIG_GET_HOST_INFO

NDMP_CONFIG_GET_SERVER_INFO 

NDMP_ADMIN_GET_STATE

NDMP_ADMIN_ABORT

NDMP_ADMIN_STOP

A non-privileged DMA is not allowed to call any admin interface messages.

7.8.1
Get State 

This request is used to monitor the state of all active (non-admin) NDMP sessions. The DMA can request data on all types of supported interfaces or specify which interfaces it is interested in. If valid is set to zero only the negotiated protocol version and unique session id of each active (non-admin) NDMP session is returned.

Message XDR definition

/* NDMP_ADMIN_GET_STATE */

const   NDMP_ADMIN_GET_DATA_STATE_VALID     = 0x00000001;

const   NDMP_ADMIN_GET_MOVER_STATE_VALID    = 0x00000002;  

const   NDMP_ADMIN_GET_SCSI_STATE_VALID     = 0x00000004;

const   NDMP_ADMIN_GET_TAPE_STATE_VALID     = 0x00000008;

struct ndmp_admin_get_state_request  

{   

    u_long  valid;

}; 

struct ndmp_admin_state

{   

    u_short version;

    opaque  session_id<>;

    struct  ndmp_data_get_state_reply   data_status;

    struct  ndmp_mover_get_state_reply  mover_status;

    struct  ndmp_scsi_get_state_reply   scsi_status;

    struct  ndmp_tape_get_state_reply   tape_status;

};  

struct ndmp_admin_get_state_reply

{   

    ndmp_error                  error;

    struct  ndmp_admin_state    status<>;

};

Request Arguments 

valid
Specifies which interfaces that the DMA is currently interested in.

Reply Arguments

error
Error code. 

status
A list of returned status from each active (non-admin) session which includes the negotiated protocol version and unique session id.

Reply Errors

NDMP_NO_ERR
Status returned successfully. 

NDMP_ILLEGAL_ARGS_ERR
An illegal value was supplied in the request.

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

NDMP_NOT_PERMISSION_ERR
Connection not privileged.

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

7.8.2
Abort

This request aborts the data server, mover or both simultaneously.

Message XDR definition

/* NDMP_ADMIN_ABORT */

const   NDMP_ADMIN_ABORT_DATA_VALID     = 0x00000001;

const   NDMP_ADMIN_ABORT_MOVER_VALID    = 0x00000002;

struct ndmp_admin_abort_request

{   

    u_long      valid;

    opaque      session_id<>;

};  

struct ndmp_admin_abort_reply

{   

    ndmp_error  error;

};

Request Arguments 

valid
Specifies whether the data server, mover or both should be aborted.

session_id
Unique NDMP session identifier. 

Reply Arguments 

error
Error code. 

Reply Errors

NDMP_NO_ERR
Specified operations successfully aborted. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

NDMP_NOT_PERMISSION_ERR
Connection not privileged.

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation.

7.8.3
Stop

This request aborts the data server, mover or both simultaneously.

Message XDR definition

/* NDMP_ADMIN_STOP */           

const   NDMP_ADMIN_STOP_DATA_VALID  = 0x00000001;

const   NDMP_ADMIN_STOP_MOVER_VALID = 0x00000002;

struct ndmp_admin_stop_request 

{                 

    u_long      valid;

    opaque      session_id<>;

};                    

struct ndmp_admin_stop_reply 

{                      

    ndmp_error  error;

};

Request Arguments 

valid
Specifies whether the data server, mover or both should be stopped.

session_id
Unique NDMP session identifier. 

Reply Arguments 

error
Error code. 

Reply Errors

NDMP_NO_ERR
Specified operations successfully stopped. 

NDMP_NOT_AUTHORIZED_ERR
Connection not authorized.

NDMP_NOT_PERMISSION_ERR
Connection not privileged.

NDMP_ILLEGAL_STATE_ERR
Illegal state. Data server or mover not currently in the halted state. 

NDMP_NOT_SUPPORTED_ERR
The request is not supported for this implementation. 

8.0
DMA Message Definitions

This section defines the protocol interfaces implemented by the DMA.

8.1
NOTIFY Interface

This interface is used by the NDMP service to let the DMA know that the NDMP service requires attention.

8.1.1
Notify Data Halted

This message is used to notify the DMA that the NDMP data service has halted
Message XDR definition

/* NDMP_NOTIFY_DATA_HALTED */

struct ndmp_notify_data_halted_request

{

    ndmp_data_halt_reason   reason;

    string                  text_reason<>;

};

Request Arguments 

reason
Reason the data operation halted. 

NDMP_HALT_NA
Data operation not in progress or not in the halt state. 

NDMP_HALT_SUCCESSFUL
Data operation completed successfully. 

NDMP_HALT_ABORTED
Data operation aborted by the DMA. 

NDMP_HALT_MEDIA_ERROR
Data operation halted due to unrecoverable media error. 

NDMP_HALT_INTERNAL_ERROR
Data operation halted due to unrecoverable error incurred by the NDMP service or the data backup/recover method. 

text_reason
Diagnostic error message. NDMP service implementation dependent.

Reply Arguments 

This message does not have a message body. 

8.1.2
Notify Connected

This message is sent in response to a connection establishment attempt. This message is always the first message sent on a new connection. It is also used prior to NDMP service shutdown to inform the client that the service is shutting down.
Message XDR definition

/* NDMP_NOTIFY_CONNECTED */

enum ndmp_connect_reason

{

    NDMP_CONNECTED,  /* Connect sucessfully */

    NDMP_SHUTDOWN,   /* Connection shutdown */

    NDMP_REFUSED     /* reach the maximum number of connections */

};

struct ndmp_notify_connected_request

{

    ndmp_connect_reason reason;

    u_short             protocol_version;

    string              text_reason<>;

};

Request Arguments 

reason
Reason code describing the current connection state. 

NDMP_CONNECTED
NDMP connection successfully established. This code will be returned in a message sent immediately after successful connection establishment. 

NDMP_SHUTDOWN
The NDMP service is shutting down the NDMP connection. Will typically used  when shutting down the NDMP host to gracefully close down the NDMP  connection. 

NDMP_REFUSED
NDMP connection refused by the NDMP service. This code will be returned in a message sent immediately after a connection establishment attempt to notify the DMA that the NDMP service is not able to accept the connection at the current time. This will typically be used if the  NDMP-service implementation limits the total number of concurrent NDMP connections, when NDMP services on the NDMP host are disabled, or when the NDMP host is in the process of shutting down. 

protocol_version
Version of protocol being used.

text_reason
NDMP-service implementation dependent message indicating why the connection is being shutdown or refused.

Reply Arguments 

This message does not have a message body. 

8.1.3
Notify Mover Halted

This message is used to notify the DMA that the NDMP tape service has entered the halted state.

Message XDR definition

/* NDMP_NOTIFY_MOVER_HALTED */

struct  ndmp_notify_mover_halted_request

{

    ndmp_mover_halt_reason  reason;

    string                  text_reason<>;

};

Request Arguments 

reason
Reason the tape service halted. 

NDMP_MOVER_HALT_NA
Operation not in progress or not in the halt state. 

NDMP_MOVER_HALT_CONNECTION_CLOSED
 Connection to data service close detected. 

NDMP_MOVER_HALT_ABORTED
Operation aborted by the DMA. 

NDMP_MOVER_HALT_INTERNAL_ERROR
Operation halted due to unrecoverable error incurred by the tape service. 

NDMP_MOVER_HALT_CONNECT_ERROR
Error establishing connection to data service.

text reason
Message providing additional diagnostic information. NDMP service implementation dependent.

Reply Arguments 

This message does not have a message body. 

8.1.4
Notify Mover Paused

This message is used to notify the DMA that the NDMP tape service has paused.
Message XDR definition

/* NDMP_NOTIFY_MOVER_PAUSED */

struct ndmp_notify_mover_paused_request

{

    ndmp_mover_pause_reason reason;

    ndmp_u_quad             seek_position;

};

Request Arguments 

reason
Reason the tape service paused. 

NDMP_MOVER_PAUSE_NA
Operation not in progress or not in the pause state. 

NDMP_MOVER_PAUSE_EOM
Operation encountered end of media. DMA attention required. 

NDMP_MOVER_PAUSE_EOF
Operation encountered end of file. DMA attention required. 

NDMP_MOVER_PAUSE_SEEK
Data operation requested a seek that is outside of the current data window. DMA attention required. 

NDMP_MOVER_PAUSE_MEDIA_ERROR
Error while reading/writing tape.

NDMP_MOVER_PAUSE_EOW
Operation encountered end of mover window. DMA attention required.

seek_position
If reason is NDMP_MOVER_PAUSE_SEEK, indicates the desired data stream seek position. The DMA should load the tape containing the requested seek_position, position the tape appropriately, set a new data window, and then continue the tape service.

Reply Arguments 

This message does not have a message body. 

8.1.5
Notify DATA Read

This message is used to notify the DMA that the NDMP service wants to read data from a remote tape service. The NDMP service must send at least one NDMP_NOTIFY_DATA_READ message to the DMA if the tape service is remote. In response to this message, the NMDP client will send an NDMP_MOVER_READ message to the remote tape service.
Message XDR definition

/* NDMP_NOTIFY_DATA_READ */

struct  ndmp_notify_data_read_request

{

    ndmp_u_quad             offset;

    ndmp_u_quad             length;

};

Request Arguments 

offset
Data stream offset of first byte that should be sent to the data connection.

length
Number of data bytes the tape service should read from tape and sent to the data connection.

Reply Arguments 

This message does not have a message body. 

8.1.3
Notify Translate Halted

This message is used to notify the DMA that the NDMP Translate service has entered the halted state.

Message XDR definition

/* NDMP_NOTIFY_TRANSLATE_HALTED */

struct  ndmp_notify_TRANSLATE_halted_request

{

    ndmp_translate_halt_reason  reason;

    string                  text_reason<>;

};

Request Arguments 

reason
Reason the tape service halted. 

NDMP_TRANSLATE_HALT_NA
Operation not in progress or not in the halt state. 

NDMP_TRANSLATE_HALT_CONNECTION_CLOSED
 Connection to translate service close detected. 

NDMP_TRANSLATE_HALT_ABORTED
Operation aborted by the DMA. 

NDMP_TRANSLATE_HALT_INTERNAL_ERROR
Operation halted due to unrecoverable error incurred by the translate service. 

NDMP_TRANSLATE_HALT_CONNECT_ERROR
Error establishing connection to translate service.

text reason
Message providing additional diagnostic information. NDMP service implementation dependent.

Reply Arguments 

This message does not have a message body. 

8.1.4
Notify Translate Paused

This message is used to notify the DMA that the NDMP translate service has paused.
Message XDR definition

/* NDMP_NOTIFY_TRANSLATE_PAUSED */

struct ndmp_notify_translate_paused_request

{

    ndmp_translate_pause_reason reason;

    string             
text reason<>;

};

Request Arguments 

reason
Reason the translate service paused. 

NDMP_TRANSLATE_PAUSE_NA
Operation not in progress or not in the pause state. 

NDMP_TRANSLATE_PAUSE_EOM
Operation encountered end of media. DMA attention required. 

NDMP_TRANSLATE_PAUSE_EOF
Operation encountered end of file. DMA attention required. 

text reason
Message providing additional diagnostic information. NDMP service implementation dependent.

Reply Arguments 

This message does not have a message body. 

8.2
LOG Interface

This interface is used by the NDMP service to send informational and diagnostic data to the DMA. This data is used by the client to monitor the progress of the currently running data operation and to diagnose problems.

8.2.1
Log Message

This request sends an informational message to the DMA. It is typically used to send log and diagnostic messages generated by the backup or recover method.

Message XDR definition

/* NDMP_LOG_MESSAGE */

enum ndmp_log_type

{


NDMP_LOG_NORMAL,


NDMP_LOG_DEBUG,


NDMP_LOG_ERROR,


NDMP_LOG_WARNING

};

struct ndmp_log_message_request

{


ndmp_log_type
log_type;


u_long

message_id;

  
string

entry<>;

};

Request Arguments 

log_type
one of the following:


NDMP_LOG_NORMAL:
The message doesn’t require immediate attention. This kind of message could be used to report the status of the backup/retrieval process.


NDMP_LOG_DEBUG: This kind of message is used for the diagnostic purpose. This feature is primarily intended to be used during software development and when troubleshooting.


NDMP_LOG_ERROR: This message reports an error condition on the service site. User should pay immediate attention to this message.


NDMP_LOG_WARNING: This message reports a warning condition on the service site. User should pay attention to this message.

message_id
message_id is NDMP service dependent. 

entry
Text message. 

Reply Arguments 

This message does not have a message body. 

8.2.2
File Recovered

This request sends a file recover message to the DMA. Used during recovery to notify the DMA that a file from the recovery list sent in the NDMP_DATA_START_RECOVER request has or has not been recovered. This message should not be sent for every recovered or failed file, just files having a name that matches a name in the recovery list.  

Message XDR definition

/* NDMP_LOG_FILE */

struct ndmp_log_file_request

{

  
string  

name<>;

 
ndmp_error

error;

};

Request Arguments 

name
File name. 

error
Error code.

NDMP_NO_ERR

File successfully recovered. 

NDMP_PERMISSION_ERR

Permission problem. 

NDMP_FILE_NOT_FOUND_ERR
File not found during restore.

Reply Arguments 

This message does not have a message body. 

8.3
FILE HISTORY Interface

The NDMP service uses this interface to send file history entries to the DMA. The file history entries provide a file by file record of every file backed up by the backup method.  The file history data is defined using UNIX file system or NT file system compatible format. Backup method can generate either UNIX or NT, or both,  file system compatiable format file history for each single file. There are two sets of messages for sending file history data. The first set consists of the add path messages. The first set is for use by filename based backup methods  (such as the tar and cpio commands) for which the full pathname and file attributes are available at the time each file is backed up. The second set consists of the add directory and add node messages. The second set is for use by inode based backup methods (such as the UNIX dump command) for which the full pathname is not necessarily available at the time each file is backed up. Some backup methods might not support the sending of file history data.

8.3.1
Add File  

This request adds a list of file paths with the corresponding attribute entries to the file history. The file path could be the full pathname or the relative pathname to the backup root directory. 

Message XDR definition

/* NDMP_FH_ADD_FILE */

enum ndmp_fs_type

{


NDMP_FS_UNIX,


NDMP_FS_NT,


NDMP_FS_OTHER

};

typedef string          ndmp_path<>;

struct ndmp_nt_path

{


ndmp_path
nt_path;


ndmp_path
dos_path;

};

union ndmp_file_name switch (ndmp_fs_type fs_type)

{


case NDMP_FS_UNIX:



ndmp_path
unix_name;


case NDMP_FS_NT:



ndmp_path
nt_name;


default:



ndmp_path
other_name;

};

/* file type */

enum ndmp_file_type

{

    NDMP_FILE_DIR,

    NDMP_FILE_FIFO,

    NDMP_FILE_CSPEC,

    NDMP_FILE_BSPEC,

    NDMP_FILE_REG,

    NDMP_FILE_SLINK,

    NDMP_FILE_SOCK,


NDMP_FILE_REGISTRY,


NDMP_FILE_OTHER

};

/* file stat */

/* invalid bit */

const NDMP_FILE_STAT_ATIME_INVALID
= 0x00000001;

const NDMP_FILE_STAT_CTIME_INVALID
= 0x00000002;

const NDMP_FILE_STAT_GROUP_INVALID
= 0x00000004;

struct ndmp_file_stat

{


u_long


invalid;


ndmp_fs_type

fs_type;

    ndmp_file_type

ftype;

    u_long              
mtime;


u_long               
atime;

    u_long                
ctime;

    u_long                
owner; /* uid for UNIX, owner for NT */

    u_long                
group; /* gid for UNIX, none for NT */

    u_long               
fattr; /* mode for UNIX, fattr for NT */

    ndmp_u_quad          
size;


u_long


links;

};

struct ndmp_file

{


ndmp_file_name


name<>;


ndmp_file_stat


stat<>;


ndmp_u_quad


node;


ndmp_u_quad


fh_info;

};

struct ndmp_fh_add_file_request

{

    ndmp_fh_file

      files<>;

};

/* no reply */

Request Arguments 

files
Array of file history files. Each file contains: 

name
Array of the file names for a single file. 


The ndmp_file_name is presented by UNIX or NT, or both file path name formats.  


unix_name
The full path name of the backed up file, or relative to the backup root directory. The sub-directory is separated by the UNIX path separator character, i.e. /.


nt_name
The full path name of the backed up file, or relative to the backup root directory. The sub-directory is separated by the NT path separator character, i.e. \. NT file name could contain both nt_path and dos_path names.

stat
Array of  the file attributes for a single file.


The following attributes are defined in the ndmp_file_stat structure:


invaid
The invalid flag is used to identify the unsupported argument in the message.


ftype
file type. 


mtime
Time the file was last modified (in seconds since 00:00:00 GMT, Jan 1, 1970). 


atime
Time the file was last accessed (in seconds since 00:00:00 GMT, Jan 1, 1970). NDMP_FILE_STAT_ATIME_INVALID is set if this feature is not supported.


ctime
Time the file status was last modified  (in seconds since 00:00:00 GMT, Jan 1, 1970). Indicates the last time that either the file data or the file attributes were modified. NDMP_FILE_STAT_CTIME_INVALID is set if this feature is not supported.


owner
File owner identifier. uid is used for UNIX file system type and owner id is used for NT file system type.


group
File group identifier. gid is used for UNIX file system type. No group information is defined in NT file system.


fattr
System file attribute. UNIX file mode is used for UNIX file system type and NT fattr is used for NT file system type.


size
File size in bytes.


links
The number of the links.

node

inode number. It is used in UNIX-like file system only. 0 is not supported.




fh_info
File history tape positioning data representing the tape position  at the time the file was written to tape. This data may be used by the restore method to perform tape positioning for direct access file retrieval. The positioning data is NDMP service dependent. Typically it will be the byte or record offset from the beginning of the tape of the file to be recovered. This field is ignored by data method implementations that do not support this feature. 

Reply Arguments 

This message does not have a message body. 

8.3.2
Add Directory 

 This message is used to support directory/inode type of backup formats.  The node number can be any  unique number that matches a corresponding NDMP_FH_ADD_NODE message.

Message XDR definition

/* NDMP_FH_ADD_DIR */

struct ndmp_dir

{


ndmp_file_name

name<>;


ndmp_u_quad

node;


ndmp_u_quad

parent;

};

struct ndmp_fh_add_dir_request

{

    ndmp_dir    dirs<>;

};

Request Arguments 

dirs
Array of directory entries. Each entry contains: 

name
Array of the file name for a single node. This is not a full pathname; just the basename relative to the node's parent directory. 

node
Node identifier that matches a node in a corresponding add node message. NDMP-service implementation dependent but will typically be the inode number of the file. 

parent
Node identifier of the node's parent directory. NDMP-service implementation dependent but will typically be the inode number of the file. 

Reply Arguments 

This message does not have a message body. 

8.3.3
Add Node  

This request adds a list of file attribute entries to the file history.  These entries must match a corresponding node number from a previous add directory message. For each file, this message must be sent after the corresponding NDMP_FH_ADD_DIR message.

Message XDR definition

/* NDMP_FH_ADD_NODE */

struct ndmp_node

{

    ndmp_file_stat
stats<>;

    ndmp_u_quad
node;


ndmp_u_quad
fh_info;

};

struct ndmp_fh_add_node_request

{

    ndmp_node       nodes<>;

};

Request Arguments 

nodes 
Array of file history node entries. Each entry contains: 

stats
Array of file attribute data for a single file.

node
Node identifier that matches a node in a corresponding add directory message. NDMP-service implementation dependent but will typically be the inode number of the file. 

fh_info
File history tape positioning data representing the tape position  at the time the file was written to tape. This data may be used by the restore method to perform tape positioning for direct access file retrieval. The positioning data is NDMP service dependent. Typically it will be the byte or record offset from the beginning of the tape of the file to be recovered. This field is ignored by data method implementations that do not support this feature. 

Reply Arguments 

This message does not have a message body. 
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??.
Security

The DMA normally is authenticated by the NDMP service using a secure MD5 digest.  However, the NDMP service optionally can authenticate using a clear text password or even permit access without authentication. Once authenticated, privileges are not specified by the NDMP protocol, but it is expected that NDMP-service implementations will permit data to be transferred to and from tape using the protocol.

The NDMP_SCSI_OPEN permits low level access to SCSI jukebox devices. The NDMP service should prevent access to other SCSI devices (such as disk drives) to prevent the DMA from bypassing file system security.

File history information is transferred to the DMA through a TCP/IP connection.  
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